BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Poc 1ap - Tw do - Hanh phic

Sb6:476 ICATTT-ATHTTT Ha Noi, ngay 30 thang dindam 2024
VIV Téng cuong bao dam an toan thong tin
mang doi véi hé thong thong tin

Kinh gtri:

- Pon vi chuyén trach vé cong nghé thong tin/an toan thong tin
cua cac B9, co quan ngang B9, co quan thuoc Chinh phu;

- S¢ Théng tin va Truyén thong cac tinh, thanh phd truc thudc
Trung wong;

- Céac Tap doan, Tong cong ty nha nudc;

- Céc T6 chuc tai chinh, Ngan hang thuong mai nha nudc;

- Cac Ngan hang: Chinh sach xa hd1; Phat trién Viét Nam; Hop tac
xa Viét Nam;

- Céc T6 chirc, doanh nghiép hoat dong trong linh vuc buu chinh;
- Cac Tb chtrc, doanh nghiép hoat dong trong linh vuc thuong mai
dién tu.

Can ctr Luat An toan thong tin mang;

Can ctr Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé bao
dam an toan hé thong thong tin theo cap do;

Can cir Quyét dinh s6 05/2017/QP-TTg ngay 16/03/2017 ciia Thu twéng
Chinh phu ban hanh quy dinh v& hé thong phwong an (mg ciru khéan cap bao dam
an toan thong tin mang quoc gia;

 Thyc hién Chi thi s6 09/CT-TTg ngay 23/02/2024 ctia Thi tuéng Chinh phu
v€ tuan thu quy dinh phap luat va tang cuong bao dam an toan h¢ thong thong tin
theo cap do.

Qua theo doi, giam sat khong gian mang, Cuc An toan thong tin (Bo Thong
tin va Truyen thong) phat hién xu hudng tan cong mang, dac biét la ma hoa tan
cong téng tién (ransomware) tang cao. Trong thoi gian gan day, da co mot so hé
théng thong tin ctia co quan, to chic, doanh nghi¢p tai Viét Nam bi su co tan
cong, gdy gidn doan hoat dong va thiét hai vé vat chat, hinh anh cta cac co quan,
td chue, doanh nghié¢p, cting nhw hoat dong bao dam an toan khong gian mang
qudc gia.

Thyc hién chirc nang quan ly nha nudc vé an toan thong tin mang, Cuc An
toan thong tin dé nghi cac co quan, to chtic, doanh nghiép ra soat va trién khai
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bao dam an toan thong tin mang cho cac hé théng thong tin thudc pham vi quan
1y, v6i cac nhiém vy chinh nhu sau:

1. T6 chtrc ra soat, ting cudng cac giai phap bdo ddm an toan thong tin mang
cho cac hé thong thong tin, vu ti€n cac giai phap giam sat, canh bao som; Thuc
hién kiém tra, danh gia dam bao an toan thong tin cac hé thong thong tin thudce
pham vi quan ly, trong truong hgp phat hién cac nguy co, 16 hong, diém yéu, can
1ap tirc trién khai cac bién phap khic phuc, dic biét 1a cac hé théng thong tin luu
trtr, xur Iy thong tin ca nhan, dir liéu cd nhan. Hoan thanh trudc ngay 15/4/2024.

2. Ra so4t, to churc trién khai bao dam an toan thong tin theo cip d¢'.

Té chtrc trién khai cac nhiém vu lién quan theo Chi thi s 09/CT-TTg ngay
23/02/2024 cta Thu tuéng Chinh phu vé tuan thi quy dinh phap lut va ting
cudng bao dam an toan hé théng thong tin theo cip do, ddc biét 13 to chirc thong
ké, phan loai cac hé thdng thong tin thudc pham vi quan 1y; xay dung ké hoach
trién khai hoan thanh quy dinh bao dam an toan hé thong thong tin theo cap do
(theo tién do thang), bao dam 100% he thong thong tin dang van hanh phai dwoc
phé duyet cap do an toan hé thong thong tin cham nhat trong thang 9 nam 2024
va trién khai day du phuong an bao dam an toan thong tin theo hé so dé xuét cp
do dwoc phé duyét cham nhat trong thang 12 ndm 2024 theo.

3. T churc thuc thi hiéu qua, thuc chit, thwong xuyén, lién tuc cong tac bao
dam an toan thong tin theo mo hinh 4 16p, dac bi¢t 1a nang cao nang luc cua 16p
giam sat, bao vé chuyén nghiép va duy tri lién tuc, 6n dinh két ndi, chia sé thong
tin voi Trung tim Giam sat an toan khong gian mang quc gia tryc thudc Cuc An
toan thong tin, B6 Thong tin va Truyén thong; wu tién sir dung cac san pham, giai
phap, dich vu an toan thong tin mang do doanh nghiép Viét Nam san xuét hodc
lam chu cong nghé.

4. Xay dung ké hoach tmg pho su co dbi voi hé théng théng tin thudc pham
vi quan ly theo quy dinh tai Thong tu 5O 20/2017/TT-BTTTT ngay 12/9/2017 cua
B0 truéng BO Thong tin va Truyen thong quy dinh vé diéu phdi, img ctru su ¢ an
toan thong tin mang trén toan quoc. Trién khai phuong an sao luu dinh ky hé thong
va dir liéu quan trong dé kip thoi khoi phuc khi b tin cong ma hoa dir liéu va bao
cao sy ¢ vé Cuc An toan thong tin theo quy dinh. Tham gia mang ludi ing ctru
su ¢ an toan thong tin mang qudc gia theo quy dinh tai Piéu 7 Quyét dinh s6
05/2017/Qb-TTg ngay 16/03/2017 ctia Thu twédng Chinh phu.

5. Ra soat, trién khai cac nhiém vu lién quan theo Chi thi s6 18/CT-TTg ngay
13/10/2022 ctia Thi twdng Chinh phu vé ddy manh trién khai cac hoat dong tng
ctru su ¢d an toan thong tin mang Viét Nam. Thyc hién dinh ky san lung mbi nguy
hai dé phat hién kip thoi cac dau hiéu hé thong bi xam nhap. Doi v6i hé thong da
phat hién 16 hong bao mat nghiém trong, sau khi khac phuc 16 hong, can thyc hién
ngay viéc san ling méi nguy hai nham xac dinh kha niang bi xdm nhép trudc do.

6. Kiém tra, cap nhat cac ban va an toan thong tin cho cac hé thong quan
trong theo canh bao ctia Cuc An toan thong tin va cac co quan, to chure lién quan;
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dinh ky kiém tra, danh gia, ra soat dé phat hién kip thoi cac 16 hdng an toan thong
tin, cac diém yéu dang ton tai trén hé thong.

7. Thuong xuyén, lién tuc sir dung cac Nén tang vé an toan thong tin do Cyc
An toan thong tin (B6 Thong tin va Truyén thong) phat trién, cung cap dé ho tro
céc co quan, to chic, doanh nghiép: Su dung Nén tang Piéu phdi xir Iy sy ¢d an
toan thong tin mang quéc gia (IRLab) dé duoc huéng dan, nhan céac canh bao som
va hd tro xir Iy sém nguy co, su c0; Sir dung Nén tang HO tro diéu tra sb (DFLab)
trong trudng hop phi hop dé t6 chirc img ctru sy ¢6 va dugc sy hd tro tir co quan
nha nudc, cac chuyén gia ddu nganh vé an toan thong tin.

Pé nghi céc t6 chirc, doanh nghiép ra soat, cir dau méi trao d6i chuyén mén
va bao cao két qua thyc hién vé Cuc An toan thong tin trwrdc ngay 20/4/2024 dé
tong hop va bao céo cap c6 tham quyén.

_ Trong qua trinh thyc hién, né'u, c6 kho khan vuong mic hodc truong hop can
ho trg giam sat, Xll' 1y, itmg curu su co dé nghj 1iéq hé v61 Cuc An toan thong tin, BO
Thong tin va Truyén thong thong qua cac dau moi:

- Trung tdim Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC),

dién thoai 024.3640.4421 hodc so di¢n thoai truc duong day nong tng ctru su co
086.9100.317, thu dién tir: ir@vncert.vn;

- Trung tam Giam sat an toan khong gian mang quéc gia (NCSC), dién thoai:
024.32091.616 hodc s6 dién thoai truc duong day nong ho trg gidm sat, canh bao
som 038.9942 878, thu dién tu: ais@mic.gov.vn.

- Phong An toan hé théng thong tin, Cyc An toan thong tin (hudng dan cong
tac bao dam an toan h¢ thong thong tin theo cap dd), dién thoai: 0369596886, thw
dién tir: athttt@mic.gov.vn.

Tran trong./.

Noi nhgn: KT. CUC TRUONG
- Nhu trén; r -

Bb truom (dé blo) PHO CUC TRUONG
- Thi truong Pham Dirc Long (dé b/c);

- Cuc truong (dé b/c);

- Cac Pho Cuyc trudng;
- Luu: VT, ATHTTT.rQMm, PTA.

"Luu v: Can cir quy dinh tai Phu luc IV Ludt dau tw nam 2020 va diém b
khodn 2 Diéu 9 Nghi dinh 85/2016/NP-CP, cdc hé thong thong tin cung cdp dich
vu truc tuyén thudc danh muc kinh doanh ¢é diéu kién can trién khai bao dam an
toan hé tho”'ng thong tin theo cd'p do quy dinh tai Nghi dinh 56 85/2016/NP-CP



ngay 01/7/2016 ciia Chinh phii vé bao dam an toan hé thong théng tin theo cdp
do va Thong tw 12/2022/TT-BTTTT ngay 12/8/2022 cua B¢ truong Bo Thong tin
va Truyén thong. Viéc khong trién khai bdo dam an todn hé thong thong tin theo
cap do la vi pham quy dinh phdp ludt va bi xir phat hanh chinh theo Diéu 88 va
Piéu 89 Nghi dinh s6 15/2020/ND-CP ngay 03/02/2020 ciia Chinh phii quy dinh
xit phat vi pham hanh chinh trong linh vie bwu chinh, vién théng, tan sé vé tuyén
dién, cong nghé thong tin va giao dich dién tu.
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