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Qua cong tacdam bao an ninh mang, B Cong an phat hién cac nguy co
mat an ninh mang, an toan thong tin khi sir dung cac ing dung truc tuyen, cu thé
nhu sau:

1. Hién nay, trong béi canh tinh hinh dich bénh Covid-19 dién bién phtrc
tap, cac co quan, doanh nghiép, td chirc, c4 nhan da thuc hién chuyén d6i nhiéu
hoat dong sang moéi truong mang, st dung cac Ung dung online (nhu: Zoom
Cloud Meeting, Micorsoft Teams, Google Hangout, Facebook Workplace,
TrueConf Online, GoToMeeting, Join.me, ClickMeeting, eMeeting.vn...) véi
ddy du cac tinh ning chia sé noéi dung man hinh trén mdy tinh, cudc goi 4m
thanh/hinh énh‘truc;' tu,YéI,l,‘ chia sé tai liéu, thuyét trinh, 1én lich hop, hoc tép...
dé héi hop truc tuyén, ‘hgé;tap truc tuyén... Theo théng ké trude va sau khi phat
hién dich bénh COV1d-19, ch1 tinh riéng tng dung Zoom Cloud Meeting sb
lugng nguoi dung da tang tr 10 triéu 1én 200 triéu nguoi, voi trén 74.000 khach
hang va 13 tri€u nguoi dﬁlﬁé hoat dong hang thang, 90.000 trudong hoc trén hon
20 qubc gia dang sir dung timg dung phuc vu hoc tép truc tuyén.

Bén canh viéc gia ting vé sb lugng ngudi ding trong thoi gian gin day,
nhiéu chuyén gia, hing bao mét uy tin... da lién tiép dua ra cdc canh béo, bing
chimg vé viéc mat an ninh, an toan théng tin khi st dung tmg dung Zoom Cloud
Meeting nhu: () Ung dung tw déng thu thap va bi mat chia sé di liéu nguoi ding
cho Facebook ma khéng c6 su cho phép ctia ngudi dung, ké ca nhiing nguoi
dung khong sir dung Facebook; @ Céc tin tic ding ky nhiéu tén mién gid mao
“Zoom” nhim phat tin cdc tép tin doc hai gid mao ung dung lira ngudi dung tai
va cai dit trén thiét bi cia minh; @ Tdn tai mot sb 15 héng bao mét cho phép tin
tic c6 thé dénh cdp thong tin ding nhdp (théng tin c4 nhan cta 500.000 tai
khodn da bj 1§ lot), chén céc lién két ddc hai, chiém quyén didu khién, thay di,
chén cac néi dung,khc“)ng phu hop, tin cong kiém so4t micro, camera, ddnh cép
céc video tryc tuyén... (02 16 héng bao mat cia umg dung Zoom Cloud Meeting
phién ban danh cho hé diéu hinh Windows va hé diéu hanh MacOS dang dugc
tin tac rao ban).




2. Tir tinh hinh trén, & dam bao an ninh mang, an toan thong tin khi st
dung cac ung dung truc tuyén, B Cong an dé nghi céc by, ban, nganh, dia
phuong chii dong thuc hién mot s6 bién phép sau:

M Can nghién ctru k§ trong lua chon st dung céc Gng dung, tranh cai dit,
str dung cac tng dung dang bi canh béo t6n tai 16 hdng, diém yéu bao mat; tai va
cai dit ing dung tlr cAc ngudn chinh théng; thudng xuyén cdp nhét ban vé 13
hdng cua cac ting dung va hé diéu hanh.

@ Khi sir dung céc ung dung truc tuyén cén st dung cac kénh, phong
riéng, c6 mét khau bao vé, xéc thuc nguoi tham gia; khong chia sé cac thong tin
vé phong hop (ID, mat khéu, thoi gian...) trén khong gian mang; khong tai, md
céc tép tin, dudng dan la khong rd ngudn géc. ..

®) Khéng st dung cac tmg dung truc tuyén dé trao d6i, gt nhan céac dit
liéu bi méat nha nudce, dit liéu ndi bo.

B¢ Cong an xin thong bao./.
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