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TINH HINH ATTT THE GIOI

Cac con sO

Global Cost
of Malware

2015

2019

2021
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CYBERSECURITY
VENTURES

. United States (GDP: 20.49 trillion)

. China (GDP: 13.4 trillion)

_ Japan: (GDP: 4.97 trillion)

. Germany: (GDP: 4.00 trillion)

- United Kingdom: (GDP: 2.83 trillion)
. France: (GDP: 2.78 trillion)

- India: (GDP: 2.72 trillion)

. Italy: (GDP: 2.07 trillion)

. Brazil: (GDP: 1.87 ftrillion)

10.

Canada: (GDP: 1.71 trillion)
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Céc con s6: L6 héng, mang botnet

Total malware

300

NTEST

RECENT DAILY ATTACKS

99.71m
182.90 m
326.04 m
470.01 m
597.49 m
719.15m
856.62 m
981.57m

47.05 m
65.26 m

— | ;
2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

Trung binh ¢6 khoang 500 cudc tan céng mang duoc ghi nhan trong mdi gidy va hon 300
©2021 3 doc madi duoc tao ra trong vong mot phut



Cac sy kién n6i bat: Nha mdy loc dau & Iran

STUXNET - 2010

l Cap nhat tir rlguﬁn 1
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1. Lity nhigm 2, Tim kiém 3. Nang ::_ip , o
Stuxnet s& tham nhdp vao hé thdng thing qua & USE Stuxnet s& kuidm tra xem lidu &L may tinh 36 khang phai & mye
va Iy vao tht cé cac may chay Windows. Béng cach chiéc may tinh cé phai la mét tidu, Stuxnet sé khang [am gi ca
si¥ dung cac chimg thue sb. siu nay oo thé vuot qua phén cda hé thing céng nghiép Cen néu 46 1 muc ligu, sau 58 sir
cac hé thang bdo mat iy ddng duroc phat tign béi Siemens hay dung két ndi intermnet di tai vé

khiing

phign ban méi nhél cia nd

-

4. Can thigp 5. Kitm sodt

Sau khi tai vé, Stuxnet 58 can thigp O thén gian dau, Stuxnet 38 3m tham
vao cac PLC, khai thac nhimg 10 thw thap dlr lidu v hé thdng ma nd 1y
héng zero day ma ngutn ta chua nhiém, Ké tidp, nd ding &l léu Lhu thap
Lirng biét dén Ao 38 chidm quyén kidm soal edc may

i thm. Nhitng mdy nay s& bi lam cho xoay
dén khi nao hang thi thi
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6, Gia mao va phd huy

Trong lic lam cho mady || m quay,

==

Stuxnei s& guni thdng tin ngugre lai
ngurevi i_-éﬂ soat aé bao réng moi

chuyén van én. Cho dén khi

ho

phél heén ra thi mos chuydn d4&

qua tré 38 cd thé khac phuc

TINH HINH ATTT THE GIOI

Phat tan tr 6/2009 —
phat hién 12/7/2010
30.000 hé thdng may
tinh da bj nhiém.
1/5may ly tam kiéu IR-
1(trc khoang 1.000
may) Natanz

Chuwong trinh hat nhan
cua Iran bi cham lai 2
nam vi sau Stuxnet.
Chi phi tao ra Stuxnet
la 5-10 triéu USD va

thiét hai “ndng né”



Cac su kién n6i bat: Mat dién & Ucaina

Black Energy - 12/2015

TINH HINH ATTT THE GIOI

Ucraina

Tai dién vao
12/2016

© 2021

Y, mang ludi dién: 30 tram bién ap
(7 tram 110kV, 23 tram 25kV)

80.000 ho €2 225.000 nguoi

6 tiéng

o



TINH HINH ATTT THE GIOI

Cac su kién néi bat

200,000+ Systems Affected by WannaCry Ransom Attack

e — Number of WannaCry Attacks Per Week (Top 15 Countries)
Affected é‘ Affected Ransom 140,000
systems countries per system
>220,000 $ 150 $300 320,000
100,000
Average ransom in past Approx. ransom in major
ransomware attacks ransomware threats 80,000
$1,200
$1,007 $965 60,000
$500 40,000
$373 $294
20,000
2014 2015 2016 Feb‘16 Mar “1¢ Apr 16 .
Locky Cerber CryptXXX - .
& A & & e N
& o” 3¥ ~<~‘ & W@ Sul
DO, s et s symans statista % F &S S P & &
@ N & R\ o
o o <

'ARMIS‘

Cudc tdn cong ransomware WannaCry d3 lam té liét hon 300.000 may tai
150 qudc gia, bao gom 80 bénh vién & Anh
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Cac sy kién ndi bat

Global Evolution of Top Ransomware Families
H1 2020

3534%

23 80%

y Universitatsklinikum
. _ . Diisseldorf

AVERAGE Dlé'TAL RANSOM PER INCIDENT
IS ON THE RISE

$8,100

$5,900

541300 .

2018 2019 2020*

~«~Ngay 17/9/2020, ca®(rvong dau tién d3 dugc ghi nhan sau mot cudc tan cong bang m3

© 2021 n ~N RN N ~n n LN ? V
dbc tong tién vao mot bénh vién ¢ Dlrc



°0 TINH HINH ATTT VIET NAM

Cac con sO

SO PIA CHI IP TAI VIET NAM NAM TRONG MANG
BOTNET

7,577,917

7,148,978

6,505,589

Nam 2017 Nam 2018 Nam 2019
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- TINH HINH ATTT VIET NAM o

Su kién néi bat: TAn cdng mang vao nganh Hang khéng ndm 2016 - 2017

o , Khoang 100 chuyén bay bi hodn
Website bi chuyen huong 400.000 thong tin khach hang b ro ri

© 2021 00



- TINH HINH ATTT VIET NAM @

Su kién ndi bat

| = - e
|2 N RONS e rre 2015064 L

5,4 triéu khach hang Thé Gi¢i Di Pong

437.000 tai khoan Viét Nam bi 10

© 2021



TINH HINH ATTT VIET NAM
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- TINH HINH ATTT VIET NAM o

Thyc té
Country* % of systems attacked
1 Vietnam 696
. 2 Algeria 66.2
It The 10 Worst Botnet Countries = e —
La 4 Indonesia 601
As of 29 June 2020 the world's worst botnet infected countries are: 5 China 595

India Mumber of Bats: 2047650 tc")ng t]én tén C(:‘)ng

Viét Nam luon trong "top" quoc gia
dinh ma doc nhiéu nhat the giéi

China Mumber of Bots: 1419604

‘ Viét Nam trong top 20 nwéc bi ma déc

4 ® 17:51 11/06/2018 - 0 - L HaLinh
In Viet Nam Number of Bots: 541401 R )
it CONG NGHE
sew ———
l Iran (Islamic Republic of) Number of Bots: 886746 V|ét Nam nam trong top cac nwoc b| tan cﬁng mang
cao nhat thé gioi
I Brazil i Vigt Linh - Ha Binh (Ban Thoi sw) - () Thi hai, ngay 11/09/2017 1541 GMT+7

© 2021



NGUYEN NHAN

Nhan thirc vé cac nguy co' mat an toan théng tin
dbi voi phan déng nguwdi Viet Nam con chwa cao.

Ty 1& dau tw cho ATTT so voi phat trién tng
dung CNTT con thap.

e

e Phu thudc giai phap céng nghé nudc ngoai

,SFCURJ%T

0.







Cac nguy co, rui ro P,

6% Hau qua nhin thay dudc
S
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Nguy co trudc cac td chirc tin tic chuyén nghiép @

Bao cdo vé cac to chirc APT

INDUSTROYER

developed by Russian
against Ukraine's power grid 2016

© 2021



R

SN\
)

N A

oy

W
RN
N

N

S
NN

%&

AR

s

AN
N\

8

N
Zn

N H

N

N
.ﬁ

N

S
AN
NN
D

o
NN

(&
e
b @]
UT

=
a
‘@
i o

(+T4)

c

(+T4)

c
<«Q
O
=

c
(0

(+T4]
o

=
S
o)
(7]
=
d
=
Q
O
L)
E
C
S




Nguy co ma doc ma héa doi tién chuéc (Ransomware) @

Tan cong bang ma ddc Ransomware ting cao

Ransomware Target Focus 12 Month View | June 2018 - June 2019

Consumer
6,000,000 Aug.18 | 5,702,894

== Consumer === Organizations
5,000,000
Consumer 9 [ ] 6 d ays
Dec.18 | 2,589,297
4,000,000 Consumer Average number of days a
Apr.19 | 2,016,394 Consumer _

un.19 | 1,625,351 "Ny n ransomware incident lasts
3,000,000
2,000,000

Organizations Organizations Organizations
Aug. 18 | 32,038 Dec.18 | 193,590 Apr.19 | 830,531
1,000,000
Organizations
Jun-19 | 1.403.496

0

1-Jun T-Jul TAug  1-Sep 10t TNov  1-Dec 1-Jan 1-Feb  1-Mar 1-Apr 1-May 1-Jun
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Nguy co 10 lot, vi pham dir liéu (Breaches)

Top céc vu vi pham dit liéu ddu ndm 2019

Capital One breach is among the largest

Top Breaches Reported 2019 hacks of financial and insurance businesses

YEAR NAME RECORDS BREACHED IN MILLIONS
2017 Eqifax Corp. [ 155
2009 Heartland Payment Systems [ A 130
2019 Capital OneFinancial | 106
2015 Anthem [ 80

86m 1 2014 JPMorganChase N 76

2005 cardSystems (D 10

2015 ' Bperin [l 5
2015 Premera Blue Cross [l i1
2015 . ExcellisBCBS. [N 10
2007 TD Ameritrade Holding Corp. | 63
2lj[j$| CheckFree Corp. || 5
2015 Scottrade ] 46
2008 . a Hannaford Bros. | 47
2018 SunTrust Banks, Inc. | 15
2015 CareFirst BCBS., | 11
2008 RBS WorldPay | 11
SOURCES: Privacy Rights Clearinghouse AP
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Nguy co’ anh huwong

hoat ddng cta to chirc

Anh hudng dén cac co quan té chirc, cac qudc gia

NETSCOUT

Arbor

2,500
2,000

% 1,500

<]

“ 1,000

500

2019-12-30 h

2020-01-06

2020-01-13
)

2020-01-20 |
2020-01-27

® g0th percentile

2020-02-03
2020-02-10
O

B 99th percentile

2020-02-24 h
2020-03-02 h

202003-09
|

2020-03-16 h
2020-03-23 i

2020-03-30
8]

2020-02-17

B 100th percentile

Device % of infected devices
MikroTik 37.23%
TP-Link 9.07%

SonicWall 3.74%

AV tech 3.17%

Vigor 3.15%
Ubiquiti 2.80%

D-Link 2.49%

Cisco 1.40%
AirTies 1.25%

Cyberoam 1.13%
HikVision 1.11%
ZTE 0.88%
Miele 0.68%
Unknown DVR 31.91%



Nguy co do con nguoi (22)

Linh vuc dién luc

B First B Second @ Third

Devices and “things® (that cannot protect
themselves) added to network TP ES a1
Internal threat (accidental) [ IEEEEEG_G_— .
4% IR 3.%
Wipendiod
{supply chain or partnerships) 508 1535 ST
B Process . External threats
{ha:kt!wsm, nation-states) nI% 0T i
g o I it ot |
5}'51EI'|'| networks 95 1172 1%

PR O, SO O Ol

financially mnft!u'aled |:r|n.1»es 508 R iR

e a——

m Technology indiseriminately 5 4% 0.3% 0

phishing scams [N
(13 15% 124%
m Other Internal threat {intentional)
% b.7% hE%
Industrial espionage
4% %
other )
0.0% 1 08% | 4%
0% 10% 20 30% 0
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Cong tac bao dam ATTT tai Viét Nam

Hanh lang phap ly T—— :

Té chive, bd may

Bién phap quan ly va ky thuat

Quan ly: (1) Cap phép; (2) Quy ché, chinh sach; (2) Quy trinh

Ky thuét: (1) Thiét bi bao vé; (2) Gidm sat, phan tich, cAnh bdo sém; (3)
Kiém tra, dénh gid; (4) Kiém dinh

Nang cao nang lwc

Dao tao, dién tap, tuyén truyén, phd bién

@% Hop tac trong nwéc va quéc té

24



Cong nghé va Con nguoi

=

People Process

=% |L

Technology

How much is Enough?

90%

0%



HE THONG VAN BAN

Van ban quy pham phap luat vé bdo ddm an toan thdng tin mang

LUAT AN TOAN THONG
TIN MANG 2015
" --------------- ~
I LUAT AN NINH :
: MANG 2018 I
N ————— - a'
s R
Nghi dinh 85/2016/ND-CP
NG J
4 N

Nghi dinh 108/2016/ND-CP

Théng tw 03/2017/TT-
BTTT 1}

Théng tw 20/2017/TT-
BTTTT

Théng tw 31/2017/TT-
] BTTT ]

e -

"

Quyét dinh s6 632/QD-TTg

Ve

Quyét dinh 99/QD-TTG

Quyét dinh 893/QD-TTg

-

Quyét dinh 898/QD-TTg

Quyét dinh 05/2017/QD-TTg

TCVN 11930:2017




Phan loai va xac dinh cap dé 27

Cap d6 an toan

HTTT dugc phan % ) ’_Qu én va lgi ich hop phap cla t6 chire, ca

loai ting dan tu Cap do 1 — nhe“:ln ' 7P Phap ’

cdp do 1 dén cap J L

ddo 5 dé 4p dung i ) PQ an va loi ich h hap ciia 8 chifc. c4

bidn phib quin IV N n _J Quyen va lgl ich hgp phap cua to chuc, ca

Capdd2 |- Wi

bao vé HTTT phu N - ) L X A .

theo cép do =~ - | San xuat, lgi ich cong cOng, trat ty an toan
Ca P dO 3 xa hoéi, qudc phong, an ninh qudc gia

—

Loi ich cong cong, trat ty an toan xa hoi,
quéc phong, an ninh quéc gia

Qudc phong an ninh, quéc gia (tén hai dac

biét nghiém trong)

—



Chi thi sé 14/CT-TTg nam 2018

Thoi han phai dap rng cac yéu ciu cac yéu cau bao ddm an toan théng tin

Chi thi 14/CT-TTg ban hanh ngay 25/5/2018 chi thij cac b6, co quan ngang
bd, co quan thudc Chinh phl, Uy ban nhan dan céc tinh, thanh phd truc
thudc trung wong:

Khan trwong phan loai, xac dinh cap do an toan HTTT va xay dung phwong &n bao

dam an toan HTTT theo cap dé phu hop véi quy dinh cta phap luat va tiéu chuan,
quy chuén ky thuat. Thoi han hoan thanh HTTT cap dé 4, 5 1a thang 11/2018

Bao dam co g|a| phap phong chong mé& doc bao vé cho 100% may chu, may tram,
thiét bi dau cudi lién quan va co co ché tw dong cap nhat phién ban hoac dau hiéu
nhan dang ma déc mai, hoan thanh thang 12/2018

Dinh ky thiwc hién kiém tra, danh gia téng thé vé an toan thong tin theo quy dinh tai
Ngh| dinh s6 85/2016/ND-CP ngay 1/7/2016 ctia Chinh phu va hwéng dan tai Théng
tw s6 03/2017/TT-BTTTT ngay 24/4/2017 ctia Bd Thong tin va Truyén théng.

© 2021 <D



Chi thi s6 14/CT-TTg ngay 07/6/2019

B3o ddm ty Ié kinh phi 10% chi cho céc $SP, DV ATTT trong tong kinh phi
trién khai ké hoach (rng dung cong nghé thong tin hang nim

T6 chirc danh gia va céng b dinh ky hang nam mirc - ~
dd an toan thong tin mang cha Viét Nam

Lwc lwong tai cho;
To chwc hoac

Bao dam an toan, an ninh mang theo mo hinh doanh nghiép

. ~ Ne an ~ . giam sat, bao vé
4 |op thong nhat tr Trung wong dén dia chuyén nghiap: To

phuwong chirc hodc doanh
nghiép doc Ilap
kiém tra, danh gia
HTTT cap do 3 va cap do 4, dinh ky hang nam dinh ky; Ket noi,

cn pes . ., chia sé théng tin
thwc hién kiém tra, danh gia

29



Nghi dinh 15/2020/ND-CP nam 2020

X ly cac vi pham hanh chinh trong méi trwérng bwu chinh, vién théng

Linh vwwc CNTT/ATTT (gém 33 Diéu, tir Diéu 74 dén Diéu 106), dworc chi ra
thanh cac mang Ung dung CNTT; An toan thong tin mang; Chéng thw rac,
tin nhan rac va cung cap dich vu ndi dung

Hanh vi vi pham vé ATTT mang: Vi pham cac quy dinh vé dam bdo ATTT va &rng clru
su c6 ATTT mang; bao ddm ATTT ca nhan trén mang; bién phap giam sat an toan, bao
vé hé théng thong tin; bAo ddm an toan hé thong théng tin theo cap do

Gop phén ngan nglra hiéu qua thdng tin sai sw that: Diéu 101, Nghi dinh 15 néu ré

muorc X0 phat vi pham hanh chinh dbi v&i hanh vi loi dung mang xa hoi dé cung
cép, chia sé théng tin gid mao, sai sw that, .

Han ché tin nhan rac, tang ché tai xtr phat: Tai diém b khoan 6 Diéu 94 Nghj dinh
15/2020/ND-CP quy dinh: T chirc sé bi phat tién tir 60 - 80 triéu dong khi co
hanh vi glri hodc phat tan tin nhan rac, thw dién tl rac, phan mém déc hai

© 2021 <D



Hién trang bao dam an toan, an ninh
mang hién nay

1. Nhirng két qua dat duoc

* Hinh anh qudc gia dwoc cai thién dang ké

N3m 2021: Viét Nam dirng thu 25 Thé gidi, thir 7 trong khu vie chau A - Thai Binh Dwong va thir 4 khu vuc
ASEAN.

* Mang lwédi don vi chuyén trach, chuyén gia bwéc dau di vao hoat dong

200 co quan, té chirc tai Viét Nam, trong dé c6 22 bd, co’ quan ngang bd, 08 co’ quan thudc Chinh ph, 63 S&
Théng tin va Truyén thdng cac tinh, thanh phd, 17 tap doan, tdng céng ty nha nwédc, 45 ngan hang va cac td chirc
tai chinh va 08 doanh nghiép, t6 chirc khac trong xa hoi

* Hé théng ky thuat quy mé qudc gia dworc trién khai
Hé thdng theo doi, phat hién xu hwdng thong tin trén khéng gian mang
Hé théng diéu phdi, xr ly nguén phat tan théng tin vi pham phap luit
Hé thong theo dai, thang ké tinh hinh lay nhiém ma déc

Hé théng chia sé va giam sat an toan thdng tin phuc vu chinh phl dién tir



Hién trang bao dam an toan, an ninh
mang hién nay

2. T6én tai va han ché
e Mdrc d6 quan tdm cla nguoi dirng dau
e Kinh phi cho an toan an ninh mang

e Trién khai bdo ddm an toan an ninh mang chwa dung cach



Pinh hudng, cach thirc trién khai méi

An toan, an ninh mang ngay tu dau, nang cao suc “dé
khang”
— An toan, an ninh mang ngay tir dau, thuong xuyén, lién tuc

— Na&ng cao strc “dé khang”, thuong xuyén, lién tuc

Trién khai bdo dam an toan, an ninh mang nhiéu I&p

—  “41&p” ky thuat: (1) L&p mang, (2) Lép hé diéu hanh va co s& dit liéu, (3) L&p &ng dung va (4)
L&p thiét bi dau cuébi.

—  “418p” 6 chirc: (1) Lwc luwong tai chd, (2) T6 chirc hodc doanh nghlep giam sat, bao vé chuyen
nghiép, (3) Té chirc hodc doanh nghlep doc 1ap kiém tra, danh gia dinh ky, (4) K&t ndi, chia sé
théng tin vai hé théng gidm sat qudc gia.

Trién khai hé thong SOC hiéu qua
Thac day hé sinh thai Viét Nam, lam chid cong nghé



Thure thi bao dam an toan thong tin
cho hé thong thong tin phuc vu phat

trién CPDT

1. Xay dung Ho so dé xuit cAp df va trién khai |

phuong 4n bao dam an toan thong tin theo cap do

2. Trién khai Trung tam diéu hanh an toan, an [ ¢ BUHE Gl AN [Liﬂiﬂe.‘_ﬁ?'.fﬂ[f.ﬂ[i"ﬁri "
ninh mang

3. Kiém tra, danh gia an toan thong tin

4. Xay dung phwong an wng ciru s co an toan

thong tin mang

5. Phong, chong phan mém ddc hai



Xay dung H6 so dé xuat cap do va trién khai phuong an bao
dam an toan thong tin theo cap do

(1) Phwong an bao dam an toan thong tin trong HSPXCDP 1a sé cir dé dé nghi
dau tw nang cap hé thong thong tin trong truwong hop hé thong hién tai chua
dap ng cac yéu ciu an toan theo quy dinh

(2) Phwong 4an va két qua thwe hién phwong an béo vé trong HSPXCDP la co sé
dé co quan c6 thAm quyén kiém tra, danh gia s tuin thii ciia co quan td chire
ddi véi cac quy dinh vé biao dam an toan hé thong thong tin theo cap dd va

danh gia hi¢u qua cia phuwong an bao v¢



M6 hinh dam an toan théng tin tong thé cap bd, tinh

Hé théng théng tin phuc vu phat trién CPBT cap Bé, Tinh / \
[ 1 Trung tam Giam sat AT
KGM quéc gia
(NCSC)
- ™
Hé théng Hé théng
hé trer téng hop,
giam sat phan
va phong tich, chia
chéng sé va
- D - tan céng canh bao
‘Trung tam didu hanh an toan, an ninh mang S === mag cac méi
- vao cac de doa,
hé théng nguy co
( (1) Luc luong tai chd ) Chinh vé an
04 T = pha dién toan
16p (2) Giam sat, bao vé chuyén nghiép ] toe théng tin
bao . : .
i [(3) Kiém tra, danh gia an toan théng tin chuyén nghiép ] \_ y . )
[ (4) Két néi, chia sé& théong tin v&i hé théng NCSC |
Y Térung tam (Png ctvu khan
cap khong gian mang Viét
[ Hbac b xubtcipas N Bi¢n phapbiove | \_ Nam (VNCERT/CC) /
| Quan ly ) ( Kithuﬁ ]
Kiém soat tuan thi va Yéu ciu kiém soat
Nguy co, rii ro va Bién phap kiém soat

Quy dinh phap ly va Hé so cap dd




M6 hinh dam an toan théng tin tong thé cap bé, tinh

Mo hinh ‘déim an toan thong tin tong thé cap b, tinh bao gom cac
thanh phan:

(1) Hé thong thong tin phuc vu phat trién CPPT, CQPT va PTTM cép b, tinh

(2) Trung tim diéu hanh an toan, an ninh mang;

(3) M6 hinh t6 chirc “04 16p” bao dam an toan thong tin;

(4) M6 hinh tham chiéu vé bién phap quén 1y an toan théng tin;

(5) M6 hinh tham chiéu vé giai phap, cong nghé;

(6) M6 hinh tham chiéu Trung tim diéu hanh an toan, an ninh mang.



tin

4. M6 hinh tham chiéu vé bién phap quan ly an toan thong

Thiét Iap chinh sach
an toan théng tin

T6 chirc bao dam an
toan thong tin

Bao dam nguén
nhan lwc

Quan ly thiét ké xay
dwng hé théng

Quan ly van hanh

Chinh sach ATTT

Xay dyng va cong bo

Ra soat stra dbi

Pon vi chuyén trach vé ATTT

Phéi hop véi don vi cé
tham quyén

Tuyén dung

Trong qua trinh lam viéc

Ch&m dirt hoic thay d6i
cong viéc

Thiét ké an toan hé
th&ng théng tin

Phat trién phan mém
thué khoan

Thir nghiém va nghiém
thu hé théng

Quan ly An
toan mang

Quan ly An
toan di¥ liéu

Quan ly may chi
& trng dung

toan dau cudi

Quan ly An e
J Quan ly rdiro

Quan ly su cd




Mo hinh tham chiéu phuong an ky thuat bao dam an toan
thong tin

a. Bao dam an toan mang BAO DAM im sodt bé it bé ; Phong chéng
AN TOAN MANG ' i _ xam nhap
b. Bao dam an toan may chu
c. Bio dim an toan ung dung BAO DAM AN TOAN
(NG DUNG

d. Bao dam an toan dir liéu
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Mo hinh tham chiéu vé giai phap va cong nghé

Cac san pham cu thé dwoc phan chia 1am 08 nhom, bao gom:
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M6 hinh tham chiéu Trung tam diéu hanh an toan,
an ninh mang
Cong ngh¢ la cac phwong an, giai phap ky thuat dwgce sir

dung dé bao dam viéc giam sat an toan thong tin dip vng
cac yéu cau veé ky thuat va tinh hiéu qua.

Quy trinh la nhitng quy dinh trong quy ché, chinh sich
bao dam an toan thong tin ciia co quan, to chirc dwoe xay

dung dé phuc vu viéc quan 1y, vin hanh hé thong an toan.

Con nguoi la viéc to chirc nhan sw can b chuyén trach,

chuyén gia va cac doi ngii khac (néu cdé) dé van hanh quan ly

hé thong SOC va cac thanh phin lién quan.



Nang cao mirc do bao dam an toan, an ninh mang cua cac co
quan té chirc gan véi viéc thic day phat trién hé sinh thai, lam
chu cong nghé bao dam an toan, an ninh mang cua Viét Nam vi
sy phat trién bén virng!



Tran trong cam on!



