BO THONG TIN TRUYEN THONG ~ CQNG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Péc lap - Tu do - Hanh phic

S6: 1778 ICATTT-NCSC Ha Ngi, ngay /7 thang 09 nam 2024
VIv Canh béo veé chien dich tan cong c6
chu dich vao cac hé thong quan trong

Kinh gui:

- Pon vi chuyén trach vé CNTT/ATTT cac B9, co quan ngang
B9, co quan thudc Chinh phu;

- S Thong tin va Truyén thong céc tinh, thanh phé truc thudc
Trung vong;

- Céc Tap doan, Tong cong ty nha nudc;

- Céc Doanh nghiép cung cdp dich vu vién thong, Internet va
nén tang sb;

- Cac To chirc tai chinh, Ngan hang thuong mai;
- Hé thong cac don vi chuyén trach vé an toan thong tin.

Thuc hién chirc nang giam sat an toan thong tin trén khong gian mang, Trung
tam Giam sat an toan khong gian mang qudc gia (NCSC), Cuc An toan thong tin,
Bo Thong tin va Truyén thong, da phat hién va ghi nhan thong tin lién quan dén
cac chién dich tin cong mang c6 chu dich sir dung cac ma doc phuc tap, cac ky
thuat tin cong tinh vi dé xAm nhap vao hé théng thong tin quan trong. Trung tam
NCSC di tién hanh tong hop va phan tich cac hanh vi tan cong dua ra cac chi bao
tan cong mang dé cac don vi c6 thé ra soat va phat hién sém cac nguy co tan cong
mang.

(Théng tin chi tiét xem tai Phu luc kém theo)

Nhim dam bao an toan thong tin cho hé thong thong tin ciia Quy Pon vi, gbp
phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan thong tin dé
nghi Quy Pon vi thyc hién:

1. Kiém tra, ra soat hé théng thong tin dang sir dung c6 kha ning bi anh
huong bai cac chién dich tan cong trén. Chii dong theo dbi cac thong tin lién quan
dén dén cac chién dich tin cong mang nham thuc hién ngan chan sém, tranh nguy
co bi tAn cong.

2. Tang cudng gidm sat va san sang phuong 4an xu 1y khi phat hién co
d4u hiéu bi khai thac, tin cong mang; déng thoi thuong xuyén theo doi kénh canh
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bdo cua cac co quan chirc ndng va cac to chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan cong mang.

3. Gtri bao cdo két qua ra soat hé théng vé Cuc An toan thong tin cham nhat
truéc ngay 18/9/2024. Trong truong hop can thiét cé thé lién hé dau mdi hd tro
ctia Cuc An toan thong tin: Trung tdm Giam sat an toan khong gian mang quic
gia, dién thoai 02432091616, thu dién ti: ncsc@ais.gov.vn.

Tran trong./.

Noi nhin: KT. CUC TRUONG
- Nhu trén, q PHO CUC TRUONG
- Thir truong Pham Puc Long (d€ b/c); :
- Cuc A0S (Bg Cong an);

- Bo Tu 1énh 86 (Bo Qudc phong);

- Ban Co yéu Chinh phu; <%
- Bon vi chuyén trach vé CNTT/ATTT cua: Van | C)

|

phong Trung wong Pang; Van phong Quoc hoi; \{’ 3|
phong Chu tich nu6c; Toa an nhén dan t6i cao; Vi \ T
Kiém sat nhan dén tbi cao; Uy ban Trung uong Mé\\%\
tran T6 quoc Viét Nam;

- Céc Cuc: Vién thong, Buu dién Trung wong;

- Trung tdm VNNIC, Trung tdm Théng tin;

- Ngan hang Chinh sach xa hdi;

- Ngan hang Phat trién Viét Nam;

- Ngan hang Hop tac xa Viét Nam;

- Ngan hang Thuong mai C6 phan;

- Céc cong ty C6 phan Chung khoan;

- Céc T6 chire, doanh nghiép hoat dong trong linh vuc
thuong mai dién tu;

- Céc t6 chure, doanh nghiép cung cap dich vy trung
gian thanh toan, vi di¢n tu;

- Cuc trudng;

- Cac Pho Cuyc truéng;

-P.ATHTTT, P.QHPT, VNCERT/CC,;

- Luu: VT, NCSC.LTQ.
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Phu luc
THONG TIN CHI TIET VE CHIEN DICH TAN CONG
(Kém theo Cong vin sé ~ /CATTT-NCSCngay [ /2024
cua Cuc An toan thong tin)
1. Théng tin chi tiét cac chién dich tin cong

Trong thoi gian gan ddy, Trung tAm Giam sét an toan khong gian mang qudc
gia ghi nhan céac chién dich tn cdng nhdm vao cac to chirc va doanh nghiép véi
muc tiéu chinh 14 tAn cong mang, danh cip thong tin va pha hoai hé thong.

Mallox Ransomware, noi 1én tr nam 2023 hoat dong dudi dang RaaS
(Ransomware as a Service), cho phép cac cudc tan cong trén pham vi toan ciu,
dac biét tai Brazil, Viét Nam va Trung Quéc. Mallox lay nhiém qua viéc khai thac
16 hong phan mém va brute force trén may chu MS SQL hoic PostgreSQL, sau
d6 trién khai ma doc nhu Remcos RAT hodc bo tai NET dé tai ma doc giai doan
tiép theo. Cac phién ban méi da t6i vu hda ma hoa bang AES-256 va ECC, dong
thoi tranh ma hoa trén cac hé thdng dung ngdn ngit ctia cac nude thude khdi Lién
X0 cll.

Nhoém APT Lazarus da phat tin ma doc théng qua phan mém hop video gia
mao tén FCCCall trong cac chién dich tin cong chuyén gia blockchain va du an
web game. Lazarus tiép cAn muc tiéu qua cac nén tang tim kiém viéc 1am nhu
LinkedIn va sir dung Telegram dé trich xuat dir liéu. Ma doc BeaverTail va
InvisibleFerret duoc sir dung dé danh cap thong tin tir trinh duyét, vi tién ao va
mg dung quan 1y mat khau, cling nhu cau hinh AnyDesk truy cap tir xa. Ma doc
nay con duoc nhiing vao cac dy an Node.js trén GitHub, Gitlab dé 4n ma doc va
tranh bi phat hién.

Nhom APT Stately Taurus (Mustang Panda) d4 khai thac 16 hong trén Visual
Studio Code, str dung tinh ning reverse shell dé thuc thi mi tir xa va tai xubng
payload doc hai. Nhom st dung OpenSSH dé chuyén file, quét mang bang
SharpNBTScan va nén dit liéu qua Listeners.bat trudc khi trich xuét 1én Dropbox.
Céc chuyén gia cling phat hi¢n sy tham gia cia ma doc ShadowPad, goi y kha
nang hop tac giita hai nhom tan cong.

Cdc don vi ¢é thé tai xuéng cac ma I0C tai: https://alert.khonggianmang.vn/

Mot so IoC lién quan den cac tan cong gan day:

Chién dich tin céng lién quan dén ma djc Mallox ransomware



9b772efb921de8f172f21125dd0e0ff7

a8e214683307adaff39783dc656b398a

e713f05a62914496eef512a93a611622

79b60f8b5052a9d4cc0c92c2cdc47485

3829a09hcal20206883539eb33d55311

3762f98a55f0ec19702f388fc0db74e2

acla255e5c908f12ef68a45fc0043b16

16e708876¢32ff56593ba00931e0fb67

b1b42fa300d8f43c6deh98754caf0934

b13ale9c7ef5a51f64a58bae9b508e62

6bd93817967cdb61e0d7951382390fa0

e98h3a8d2179e0bd0Obebbad2735d11b
7

c494342h6c84f649deceddf2d3ff1031

98c7f6b6ddf6a01adh25457e9a3c52b8

d32a3478aad766be96f0cdbdalf10091

whyers.i0%2FQWEwqdsvsf%2Fap.ph

p

P

91.215.85.142%2FQWEwqdsvsf%2Fap.ph

Nhom APT Lazarus siv dung ieng dung Windows gid mao nén ting hop

video dé phdt tan nhiéu chiing ma djc

23.106.253[.]194

45.61.129[.]255

45.61.130[.]0

45.61.131[.]218

45.61.160[.]14

45.61.169[.]187

45.140.147[.]208

67.203.7[.]171

67.203.7[.]245

77.37.37[.]81

91.92.120[.]135

95.164.17[.]24

144.172.74[.]48

144.172.79[.]23

147.124.212[.]89

147.124.213[.]11

147.124.213[.]29

147.124.212[.]146

147.124.214[.]129

147.124.214[]131

147.124.214[.]237

167.88.36[.]13

167.88.168[.]152

167.88.168[.]24

172.86.97[.]80

172.86.98[.]143

172.86.98[.]240

172.86.123[.]35

173.211.106[.]101

185.235.241[.]208




blocktestingto[.Jcom de.ztec[.]store:8000 hxxp://freeconferencel.]io

hxxp://mirotalk[.]net hxxp://ipcheck].]cloud hxxp://regioncheck[.]net

Nhém APT Trung Quéc khai thac VSCode dé tin cong nham vao cdc té
chirc tai Chau A

506fc87c8c96fefld2df24b0bad4c8116a9001ca5a7d7e9c01dc3940a664ach0

aa2c0del21ae738ce44727456d97434faff21fc69219e964ele2d2flcalbblch

8fdac78183ff18de0c07b10e8d787326691d7fb1f63b3383471312b74918c39f

39ceb73bcfd1f674a9b72a03476a9de997867353172¢c2bf6dde981c5h3ad512a

0f11b6dd8ff972a2f8ch7798b1a0a8cdl0afadcea201541¢c93ef0ab9b141c184

456e4dae82al12bcda0506a750eac93bf79cc056b8aad09ec74878¢c90fd67bd8f

bdadcd2842ed7baB8a21df7910a0acc15f8b0ca9d0b91bebb49f09a906ae217¢e6

216.83.40[ ]84

185.132.125[.]72

2. Tai liéu tham khao
https://securelist.com/mallox-ransomware/113529/
https://www.group-ib.com/blog/apt-lazarus-python-scripts/

https://unit42.paloaltonetworks.com/stately-taurus-abuses-vscode-
southeast-asian-espionage/
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