BO THONG TIN TRUYEN THONG  CONG HOA XA HQOI CHU NGHiA VIET NAM
CUC AN TOAN THONG TIN Déc lap - Tw do - Hanh phuc

S6: 1384 /CATTT-NCSC Ha Néi, ngay 20 thang 07 nam 2024
Vv canh béo rui ro an toan thong tin lién
quan dén san pham cua CrowdStrike

Kinh gui:
- Pon vi chuyén trach vé CNTT/ATTT cac B, co quan ngang
B9, co quan thudc Chinh phu;
- S& Thong tin va Truyén thong céc tinh, thanh phd truc thudc
Trung wong;
- Céc Tap doan, Tong cong ty nha nudc;
- Cac Doanh nghiép cung cap dich vu vién thong, Internet va
nén tang so;
- Cé4c T6 chuc tai chinh, Ngan hang thuong mai;

- Hé thong cac don vi chuyén trach vé an toan thong tin.

Trong qua trinh gidm sat an toan thong tin trén khong gian mang, Trung tam
Giam sat an toan khong gian mang quéc gia (NCSC), thudc Cuc An toan thong
tin, B6 Thong tin va Truyén thong, da phét hién rui ro an toan thdng tin lién quan
dén san pham ctia CrowdStrike. Su ¢d trén di giy anh hudng toi nhiéu co quan,
t6 chirc trén thé gidi, trong d6 bao gébm Puc, Singapore, Ty Ban Nha, An D9,
Israel, Nam Phi,.... Cu thé, cic may tinh chay hé diéu hanh Windows 10 va cai
dit phan mém Falcon Sensor cua hing CrowdStrike déu gip 16i méan hinh xanh
(Blue Screen Of Death - BSOD) va khong thé khai dong lai dé hoat dong binh
thuong. Piéu nay gay anh hudng t6i hé théng thong tin va hoat dong ctia ca nhan,
co quan, tO chirc. Nha phat trién CrowdStrike di dua ra thong bao xac nhan rui ro
va thuc hién khoi phuc phan mém Falcon Sensor dé tranh giy thém anh huong t6i
thiét bi ctia ngudi dung. Thong tin chi tiét va hudng dan khic phuc ddi voi cac
thiét bi da bi anh huong dugc trinh bay tai phu luc.

(Théng tin chi tiét xem tai Phu Iuc kém theo)

Nham dam bao an toan thong tin cho hé théng thong tin cia Quy Pon vi,
g6p phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan thong
tin khuyén nghi Quy Pon vi thuc hién:

1. Kiém tra, ra soat hé théng thong tin dang st dung c6 kha ning bi anh

hudng boi rui ro an toan thong tin trén. Chu dong theo doi cac thong tin lién quan



2
nhim thyuc hién khic phuc rai ro trong trudng hop bi anh hudng.

2. Tang cudng giam sat va san sang phuong an xir 1y khi phat hién c6 déu
hiéu bi khai thac, tn cong mang; dong thoi thuong xuyén theo ddi kénh canh bao
clia cac co quan chirc ning va cac td chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

3. Trong trudng hop can thiét co thé lién hé dau mdi hd trg cia Cuc An toan
thong tin: Trung tim Gidm sat an toan khong gian mang qudc gia; Pién thoai:
02432091616; Thu dién tir: ncsc@ais.gov.vn.

Tran trong./.

Noi nhin: CUC TRUONG
- Nhu trén;

- Thi truong Pham Pirc Long (dé b/c);
- Cuc A05 (B§ Cong an);

- B6 Tu 1¢nh 86 (BO Quéc phong); /3
- Ban Co yéu Chinh phu; (o]
- Bon vi chuyén trach vé CNTT/ATTT cua: Vaw\{v
phong Trung wong Péng; Van phong Quéc hoi; % HO
phong Chu tich nudc; Toa 4an nhan dén tbi cao; \X @\y N
AN

Kiém sat nhén dén t6i cao; Uy ban Trung uong Ma
tran Tb quoc Viét Nam;

- Cac Cuc: Vién thong, Buu dién Trung uong;

- Trung tdm VNNIC, Trung tdm Théng tin;

- Ngan hang Chinh sach xa hoi;

- Ngan hang Phat trién Viét Nam;

- Ngan hang Hop tac xa Viét Nam;

- Céc T6 chiic, doanh nghiép hoat dong trong linh
vuc thuong mai dién ti;

- Céc t chure, doanh nghiép cung cap dich vy trung
gian thanh toan, vi dién tu;

- Cuc trudng;

- Ph6 Cyc trudng Tran DPang Khoa;

-P.ATHTTT, P.QHPT, VNCERT/CC,;

- Luu: VT, NCSC.LTTH.
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Phu luc
THONG TIN CHI TIET VE RUI RO AN TOAN THONG TIN
(Kem theo Cong van so /CATTT-NCSC ngay / /2024
cua Cuc An toan thong tin)

1. Thong tin chi tiét vé riii ro an toan thong tin lién quan dén san pham
cua CrowdStrike

Cuc An toan thong tin da phat hién rili ro an toan thong tin lién quan dén san
phém ctia CrowdStrike. Cu thé, céc may tinh chay hé diéu hanh Windows 10 va
cai dat phan mém Falcon Sensor cila hang CrowdStrike déu gap 16i man hinh xanh
(Blue Screen Of Death - BSOD) va khong thé khai dong lai dé hoat dong binh
thuong. Diéu nay gay anh huong téi hé thong thong tin va hoat dong cua ca nhén,
co quan, tO chirc. Nha phat trién CrowdStrike di dwa ra thong bao xac nhan rai ro
va thuc hién khoi phuc phan mém Falcon Sensor dé tranh gay thém anh huong t6i
thiét bi cia nguoi dung.

Hwéng din khic phuc d6i voi cac thiét bi da bi anh hwong:

Buéc 1: Khoi dong lai may tinh va vao ché do Safe Mode hodc Windows
Recovery Environment.

Buorc 2: Truy cédp thu muc “C:\Windows\System32\drivers\CrowdStrike”

Budc 3: Xb6a bo cac tap tin c6 dinh dang “C-00000291*.sys” (tap tin c6 dinh
dang .sys va tén bat dau bang chudi C-00000291)

Buoc 4: Khéi dong lai may tinh va st dung nhu binh thuong.
2. Tai liéu tham khao

https://supportportal.crowdstrike.com/s/article/Tech-Alert-Windows-
crashes-related-to-Falcon-Sensor-2024-07-19
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