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QUY CHt

Dam bao an toan thong tin mang trong boat dong 
ling dung cong nghe thong tin ciia Ban Dan toe
(Ban hanh kem theo Quyet dinh soJjT/QD-BDT 

ngayt$ /3/2023 cua Truong Ban Dan toe)

Chuxmg I
QUY DINH CHUNG

Dieu 1. Pham vi dieu chinh
Quy che nay quy dinh bien phap, chinh sach quan ly nham bao dam an toan he 

thong thong tin trong boat dong ung dung cong nghe thong tin cua co quan.
Dieu 2. Doi tuong ap dung
1. Quy che nay dugc ap dung doi voi cac tap the, ca nhan lam viec tai co quan

Ban Dan toe.

2. To chuc, ca nhan cung cap dich vu cong nghe thong tin va an toan thong tin 
mang cho co quan Ban Dan toe.

Dieu 3. Giai thich tu ngiT
Trong quy che nay, cac tu ngu duoi day duoc hieu nhu sau:
\. An toan thong tin mang la cong tac bao ve thong tin, he thong thong tin tren 

mang tranh bi truy nhap, su dung, tiet 16, gian doan, siia doi hoac pha hoai trai phep 
nham bao dam tinh nguyen ven, tinh bao mat va tinh kha dung cua thong tin.

2. He thong thong tin la tap hop phan cung, phan mem va co so du lieu dugc 
thiet lap phuc vu muc dich tao lap, cung cap, truyen dua, thu thap, xu ly, luu tru va trao 
doi thong tin tren mang cua co quan.

3. Chu quan he thong thong tin la tap the, ca nhan co tham quyen quan ly true 
tiep doi voi he thong thong tin.

4. Don vi van hanh he thong thong tin la co quan, to chuc dugc chu quan he 
thong thong tin giao nhiem vu van hanh he thong thong tin. Trong truong hgp chu quan 
he thong thong tin thue ngoai dich vu cong nghe thong tin, don vi van hanh he thong 
thong tin la ben cung cap djeh vu.

5. Su co an toan thong tin mang la viec thong tin, he thong thong tin bi gay nguy 
hai, anh huong tai tinh nguyen ven, tinh bao mat hoac tinh kha dung.
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6. Phan mem doc hgi la phan mem co kha nang gay ra boat dong khong binh 
thirdng cho mot phan hay toan bo he thong thong tin hoac thirc hien sao chep, sua d6i, 
xoa bo trai phep thong tin luu tru trong he thong thong tin.

7. Mgng ngang hang la mo hinh mang ma trong do cac may tinh co quy^n binh 
dang nhu nhau, moi may tlnh co quyen chia se tai nguyen va su dung cac tai nguyen 
tir may tinh khac.

8. Dan vi chuyen trdch ve cong nghi thong tin la don vi chuyen trach \h cong 
nghe thong tin cua chii quan he thong thong tin do chu quan he thong thong tin chi dinh.

9. Dan vi chuyen trdch ve an todn thong tin la don vi co chuc nang, nhiem vu 
bao dam an toan thong tin cua chu quan he thong thong tin.

10. Can bo chuyen trdch la cong chuc, nguoi lao dong dupe tuyen dung phu 
trach an toan thong tin/cong nghe thong tin tai co quan.

Dieu 4. Nguyen tac bao dam an toan thong tin
1. To chuc, ca nhan co trach nhiem bao dam an toan thong tin mang. Hoat dong 

an toan thong tin mang cua co quan, ca nhan phai dung quy dinh cua phap luat, bao 
dam quoc phong, an ninh quoc gia, bi mat nha nude, giu vung on dinh chinh tri, trat
tu, an toan xa hoi va thiic day phat trien kinh te - xa hoi. '

2. To chuc, ca nhan khong dupe xam pham an toan thong tin mang cua to chuc, 
ca nhan khac.

3. Viec xu ly su co an toan thong tin mang phai bao dam quyen va loi ich hop 
phap cua to chuc, ca nhan, khong xam pham den ddi song rieng tu, bi mat ca nhan, bi 
mat gia dinh cua ca nhan, thong tin rieng cua to chuc.

4. Boat dong an toan thong tin mang phai dupe thuc hien thudng xuyen, lien tuc, 
kip thdi va hieu qua.

Chirong II
QUY DINH DAM BAO AN TOAN THONG TIN MANG 

Dieu 5. Yeu cau thiet ke, xay dung he thong thong tin
1. Khi thiet ke xay dung, nang cap, mo rpng he thong thong tin, chu quan he

thong thong tin phai xay dung phuong an bao dam an toan thong tin trong ho so thiet 
r • • y ' ke va gui So Thong tin va Truyen thong (hoac don vi chuyen trach ve an toan thong

tin cua UBND tinh) truoc khi trinh cap co tham quyen phe duyet du an.

2. Danh gia, phan loai cap dp an toan thong tin cua he thong thong tin
a) Co quan co trach nhiem to chuc danh gia, phan loai cap dp an toan thong tin 

cua he thong thong tin theo quy dinh tai Nghi dinh so 85/2016/ND-CP ngay 01/7/2016 
cua Chinh phu ve bao dam an toan he thong theo cap dp (gpi tat la Nghj dinh so 
85/2016/ND-CP) de ap dung phuong an bao dam an toan thong tin phu hop;
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b) Ho so de xuat cap do bao gom cac tai lieu dirge quy dinh tai Bieu 15 Nghi 
dinh s6 85/2016/ND-CP, gin So Thong tin va Truyen thong hoac don vi chuyen trach 
v£ an toan thong tin ciia UBND tinh th4m dinh, trinh cap co tham quyen phe duyet.

3. Truoc khi dim vao van hanh, khai thac he thong thong tin, co quan phai thirc 
hien kiem thu hoac van hanh thu truoc khi dua vao sir dung. Ket qua kiem thu, van 
hanh thu phai duoc lap thanh van ban va tuan thu theo quy dinh tai Bieu 10 Thong tu 
so 24/2020/TT-BTTTT ngay 09/9/2020 cua Bo truong Bo Thong tin va Truyen thong 
quy dinh ve cong tac trien khai, giam sat cong tac trien khai va nghiem thu du an dau 
tu ung dung cong nghe thong tin su dung nguon von ngan sach nha nuoc.

Bieu 6. Quan ly thue djeh vu cong nghe thong tin

1. Khi ky ket hop dong thue dich vu cong nghe thong tin, co quan phai xac djnh 
ro pham vi, trach nhiem, quyen han va nghla vu cua cac ben ve bao dam an toan thong 
tin. Trong hop dong phai bao gom cac dieu khoan ve viec xu ly vi pham quy dinh bao 
dam an toan thong tin va trach nhiem boi thuong thiet hai do hanh vi vi pham cua ben 
cung cap dich vu gay ra.

2. Trach nhiem cua co quan trong qua trinh sir dung djeh vu cong nghe thong tin

a) Quan ly thong tin, du lieu phat sinh tu djeh vu do, khong de ben cung cap 
dich vu truy nhap, su dung thong tin, du lieu thuoc pham vi Nha nuoc quan ly;

b) Yeu cau ben cung cap dich vu phai bao mat thong tin, du lieu, ma nguon, tai 
lieu thiet ke; trien khai cac bien phap bao dam an loan thong tin theo quy dinh tai Quy 
che nay, Luat An toan thong tin mang va cac quy dinh khac co lien quan;

c) Giam sat chat che va gioi han quyen truy cap cua ben cung cap dich vu khi 
cho phep truy cap vao he thong thong tin cua co quan.

3. Trach nhiem cua co quan khi phat hien ben cung cap dich vu co dau hieu vi 
pham quy dinh bao dam an toan thong tin

a) Tam dung hoac dinh chi boat dong cua ben cung cap dich vu tuy theo muc
do vi pham;

b) Thong bao chinh thue cac hanh vi vi pham cua ben cung cap dich vu;
c) Thu hoi ngay lap tuc quyen truy cap he thong thong tin da cap cho ben cung 

cap dich vu;

d) Kiem tra, xac dinh, lap bao cao muc do vi pham va thiet hai xay ra; thong 
bao cho ben cung ckp dich vu va ti4n hanh cac thu tuc xu ly vi pham va b6i thubng 
thiet hai...;

4. Trach nhiem cua co quan khi kh thue su dung dich vu

a) Thu hoi quyen truy cap he thong thong tin va cac tai san khac lien quan da 
cap cho ben cung cap dich vu; thay d6i cac khoa, mat khau truy cap he thong thong tin;
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b) Yeu cau ben cung cap dich vu chuyen giao day du cac thong tin, du lieu 
nguon, tai lieu thiet ke va cac cong cu can thiet de bao dam co quan vdn co the khai thac 
su dung dich vu dugc lien tuc ke ca trong trudng hop thay doi ben cung cdp dich vu.

Dieu 7. Bao ve bi mat nha nuoc trong boat dong ling dung cong nghe thong tin
1. Quy dinh ve soan thao, in an, phat hanh va sao chup tai lieu mat
a) Khong dugc su dung may tinh noi mang Internet d§ soan thao van ban; 

chuyen giao, luu tru thong tin co noi dung thuoc bi mat nha nude; cung cap tin, tai lieu 
va dua thong tin bi mat nha nude tren Cong/Trang thong tin dien tu;

b) Khong dugc in, sao chup tai lieu bi mat nha nude tren cac thiet bi ket noi 
mang internet;

c) Phai bo tri 01 may vi tinh rieng, khong ket noi mang noi bo va mang Internet 
dung de quan ly, soan thao cac tai lieu mat cua nha nude theo quy dinh.

2. Khi siia chua, khac phuc cac su co cua may tinh diing soan thao van ban mat, 
ngudi quan ly may tinh phai bao cao cho ngudi co tham quyen. Khong dugc cho phep 
cac to chuc, ca nhan khong co trach nhiem true tiep sua chu'a, xu ly, kMc phuc su co.

,M \
3. Trudc khi thanh ly cac may tinh trong cac co quan nha nude, bo phan chuyen ~

trach cong nghe thong tin phai dung cac bien phap ky thuat xoa bo vlnh vien du lieu • J
trong 6 cung may tinh.

Dieu 8. Quy dinh ve cap phat thu hoi cap nhat va quan ly cac tai khoan truy 
cap vao he thong thong tin

1. Trach nhiem, quyen han ngudi dung khi truy cap, dang nhap cac he thdng 
thong tin, dam bao moi ngudi diing khi su dung he thdng thdng tin phai dugc cap va 
sir dung tai khoan truy cap vdi djnh danh duy nhat gan vdi ngudi dung do. Trudng hgp 
su dung tai khoan diing chung cho mot nhdm ngudi hay mot co quan, phai co co did 
xac dinh cac ca nhan, co quan co trach nhiem quan ly tai khoan. Ngudi diing chi dugc 
truy cap cac thdng tin phii hgp vdi chuc nang, trach nhiem, quydn han cua minh va co 
trach nhiem bao mat tai khoan truy cap dugc cap.

2. Cong chuc phu trach thuc hien quan ly, cap tai khoan ca nhan va phan quyen 
truy cap cho ngudi sir dung tren tat ca cac may tram dat tai cac co quan. Trong trudng 
hgp can thiet co the hiiy tai khoan truy cap ca nhan va ngdt ket ndi ddi vdi cac hanh vi 
cd y tan cong hoac gay trd ngai cho mang may tinh; hiiy quyen truy cap he thdng thdng 
tin ddi vdi cong chuc nghi che do, chuyen cong tac va dam bao kha nang van truy nhap 
dugc vao cac hd so dugc tao ra bdi cong chuc do. Huang dan ngudi sir dung thay ddi 
mat khau ngay sau khi dang nhap lan dau tien va bao ve thdng tin cua tai khoan theo 
quy dinh.

, ma
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3. Mat ma dang nhap, truy cap he thdng thdng tin phai co do phuc tap cao (cd 
do dai tdi thieu 8 ky tu, co ky tu thudng, ky tu hoa, ky tu so hoac ky tu dac biet nhu: !,
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Dieu 9. Bao dam nguon nhan lire
1. Khi tuyln dung cong chuc phu trach an toan thong tin/cong nghe thong tin 

phai xay dung cac quy djnh doi voi cong tac tuyen dung. Cong chiic phu trach duqc 
tuyen dung vao vi tri vice lam ve an toan thong tin co trinh do, chuyen nganh ve ITnh 
vuc cong nghe thong tin, an toan thong tin, phu hop voi vi tri tuyen dung.

2. Cong chuc phu trach dugc dam bao cac dieu kien hoc tap, tiep can cong nghe, 
kiln thuc an toan bao mat thong tin truoc khi tien hanh cac boat dong quan ly hay ky 
thuat nghiep vu.

3. Cong chuc dugc giao nhiem vu quan ly, van hanh truy cap, khai thac doi voi 
cac he thong thong tin thuc hien theo trach nhiem va phan quyen dugc quy dinh; viec 
khai thac thong tin phai bao dam nguyen tac bao mat, khong dugc tu y cung cap thong 
tin ra ben ngoai; theo doi va phat hien cac truang hgp truy cap he thong trai phep hoac 
thao tac vugt qua giai han, bao cao cho cong chuc quan ly de tien hanh ngan chan, thu 
hoi, khoa quyen truy cap cua cac tai khoan vi pham.

4. Thuong xuyen to chuc, pho bien cac quy dinh ve dam bao an toan thong tin, 
nham nang cao nhan thuc ve trach nhiem dam bao an toan thong tin cho ca nhan su 
dung he thong thong tin do co quan quan ly.

Dieu 10. Bao dam an toan ha tang mang
1. Quan ly ha tang mang noi bo
a) Tuan thu cac quy djnh kien true he thong, tieu chuan, quy chuan ky thuat; cai
A\A^AA "dat, cau hinh, to chuc he thong mang phu hgp voi cac tieu chuan ung dung cong nghe 

thong tin cua cac co quan nha nuac, bao dam an toan thong tin; han che su dung mo 
hinh mang co nguy co mat an toan thong tin cao;

b) To chuc mo hinh mang: Cai dat, cau hinh, to chuc he thong mang theo mo 
hinh May khach/May chu (Client/Server), han che su dung mo hinh mang ngang hang. 
Trang bi thiet bi tuong lua chuyen dung hoac phan mem tuong lua de ngan chan va 
phat hien xam nhap trai phep vao mang noi bo ciia co quan khi ket noi voi he thong 
ben ngoai; Xay dung hoac thue he thong giam sat an toan thong tin de kiem soat, phat 
hien truy cap trai phep vao he thong;

c) Doi voi cac phong true thuoc khong nam cung mot khu vuc thi can thilt lap 
mang rieng ao (VPN) de tang cuang an ninh cho ha tang mang noi bo. Khi thiet lap 
cac dich vu tren moi truong mang Internet, chi cung cap nhung chuc nang thilt ylu 
nhat bao dam duy tri boat dong cua he thong thong tin; han chi su dung/ma edng giao 
tiep mang, giao thuc va cac dich vu khong can thiet;

d) Khi thuc hien truy nhap tu xa vao mang noi bo thuc hien chuc nang quan tri, 
phai su dung giao thuc mang co ma hoa thong tin (nhu: SSL/TLS, VPN...) va thilt lap

w
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mat khau co do phiic tap cao;

d) Xay dung quy trinh ket noi thiet bi dau cuoi ciia nguai sir dung vao he thong 
mang; truy nhap va quan ly cau hinh he thong; cau hinh toi uu, tang cuong bao mat 
cho thiet bj mang, bao mat trong he thdng va thuc hien quy trinh truoc khi dua he thdng 
vao van hanh khai thac;

e) Khong tu y dau noi thiet bi mang, thiet bi c^p phat dia chi mang, thi4t bi phat 
song nhu diem truy cap khong day cua ca nhan vao mang noi bo co quan;

g) Khong tu y thay doi, go bo bien phap, giai phap an toan thong tin cai dat tren 
thiet bi cong nghe thong tin phuc vu cong viec; tu y thay thl, lip moi, trao doi thanh 
phan cua may tinh phuc vu cong viec. Ca nhan, co quan phai co trach nhiem tu quan 
ly, bao quan thiet bj ma minh duac giao su dung.

2. Quan ly he thong mang khong day
a) Khi thiet lap mang khong day de ket n6i voi mang cue bo thong qua cac dilm 

truy nhap (Access Point - AP), co quan van hanh phai thiet lap cac tham so: Ten, nhan 
dang dich vu (Service Set Identifier - SSID), mat khiu co do phuc tap cao (co do dai 
toi thieu 8 ky tu, co ky tu thuong, ky tu hoa, ky tu s6 hoac ky tu dac biet nhu: (!, @, #,
$, %,...), cap phep truy nhap doi voi dja chi vat ly (MAC Address), ma hoa du lieu 
theo co che bao mat WPA2 hoac WPA3; Mat khau dang nhap phai dugc thiit lap co ^ 

do phuc tap cao, dinh ky 6 thang thay doi mat khau nhim tang cuong cong tac bao mat;

b) Khi cung cap truy cap Internet qua mang khong day cho nguai ngoai, co // 
quan van hanh phai tao them mot SSID rieng va gioi han bang thong truy cap phii hop
doi voi doi tuong nay.

Dieu 11. Bao dam an toan may tinh ca nhan va ling dung
1. Tren may tinh ca nhan

a) He dieu hanh dugc cai dat la phan mem co ban quyen (bao gom ban quyen 
thuong mai hoac ma nguon mo co nguon goc ro rang), cac dich vu cai dat tren may 
tinh la cac dich vu dugc su dung diing chung cho co quan, khong cai dat cac dich vu 
khong su dung;

b) Thiet lap che do tu dong cap nhat phien ban va he dieu hanh, phan mem, ung 
dung va phai thiet lap mat khau truy nhap che do tu dong bao ve man hinh sau 10 phut 
khong su dung doi voi tat ca may tinh;

2. Co quan co trach nhiem trang bi phan mem phong chong ma doc (antivirus) 
co ban quyen cho he thong may tinh; thiet lap che do tu dong cap nhat phien ban moi, 
cac ban va loi; che do tu dong quet ma doc khi sao chep, mb cac tap tin; che do quet 
toan bo may tinh dinh ky hang tuan.

3. Dinh ky hang tuan, co quan phai kiem tra cac tien trinh tren may tinh nham 
sbm phat hien nguy co cai cam phan mem doc hai tren may tinh.
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Dieu 12. Bao dam an loan dir lieu
1. Quan ly tai khoan va chir ky so
a) Khi cap tai khoan, chir ky so lan dau cho ngudi dimg truy nh^p, co qua.n van 

hanh phai thong bao (qua email, dien thoai) va nguai diing phai thay doi mat khau sau 
khi dang nhap thanh cong lan dau;

b) Cac he thong thong tin khi phan quyen phai thiet lap che do gioi han so lan 
dang nhap khong hop le vao he thong toi da khong qua 05 lan, khi nguai diing dang 
nhap sai vuot qua so lan quy dinh, tai khoan chuyen sang che do khoa quyen truy cap; 
cac he thong thong tin xac lap che do thoat ra khoi he thong neu nguai sir dung khong 
tuang tac tren he thong cua phien lam viec qua 10 phiit;

c) Chu tai khoan, chir ky so khong chia se, giao quyen tai khoan, chir ky so va 
mat khau truy nhap cho nguai khac. Khong sir dung tai khoan cua nguai khac (vi du 
tai khoan thu dien tir, chu ky so, chung thu so) de dang nhap vao he thong thong tin, 
ca sa dir lieu;

d) Tai khoan thu dien tir, chu ky so chuyen dimg (xxx@binhphuoc.gov.vn va 
chu ky so do Ban Ca yeu Chinh phu cap) de phuc vu cho cac boat dong mang tinh cong 
vu, khong sir dung de giao dich, dang ky tren mang xa hoi, cac trang thong tin dien tir 
cong cong khac; dinh ky 01 nam kiem tra viec luu tru cua he thong thu dien tir, ti4n 
hanh xoa cac mail qua cu, khong can thiet de dam bao he thong boat dong on dinh 
thong suot;

d) Tai khoan quan tri he thong dugc giao cho cong chuc phu trach cong nghe 
thong tin phuc vu cho cong tac quan tri, phan quyen, cau hinh he thong do. Cong chirc 
quan tri he thong khong sir dung ciing mot mat khau cho nhieu tai khoan khac nhau;

e) Khi ca nhan thay doi vi tri cong tac, chuyen cong tac, thoi viec, nghi huu, 
ngay tir thoi diem Quyet dinh co hieu lire, ca quan phai thong bao cho ca quan, dan vi 
van hanh de dieu chinh, thu hoi, huy bo tai khoan, chu ky so, chung thu s6.

2. Co che ma hoa va sao luu dir lieu phai dam bao tinh toan ven cua du lieu.
3. Ca quan khi trien khai dich vu sao luu du phong a muc vat ly can thi4t lap 

chuc nang RAID (Redundant Arrays of Inexpensive Disks hoac Redundant Arrays of 
Independent Disks) de tang toe do doc ghi hoac bao dam kha nang luu tru du phong. 
Ca quan khi thue djeh vu can yeu cau nha cung cap dich vu thiet lap cac giai phap 
luu tu dong doi vai du lieu tren may chu ca sa du lieu va may chu ung dung va xay 
dung cac kich ban co san de khoi phuc lai toan bo may chu hoac cac tap tin, thu muc 
khi xay ra sir co.

4. Doi vai cong tac sao luu du phong va khoi phuc du lieu (tAn su£t sao luu du 
phong, phuang tien luu tru, thai gian luu tru; noi luu tru, phuong thuc luu tru va 
phuang thuc lay du lieu ra khoi phuang tien luu tru)

sao

mailto:xxx@binhphuoc.gov.vn
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a) Lap danh sach cac dir lieu, phan mem can dugc sao liru, co phan loai theo 
thai gian liru trir, thai gian sao liru, phuong phap sao luu va thoi gian kiem tra phuc 
hoi he thong tir dir lieu sao liru;

b) Xay dung tai lieu, quy trinh huong dan sao lun/phuc hoi dir lieu cua he thong:
Co quan quan trj he thong thuc hien xay drag Tai lieu huong dan sao luu cu the doi 
voi tung he thong cung cap dich vu, he thong dieu hanh ma co quan quan ly.

5. Cong chuc phu trach phoi hop voi cac don vi co lien quan thuc hien xac dinh 
cac thong tin, thuc hien quy trinh sao luu du phong va phuc hoi cho cac phln mSm, du 
lieu can thiet theo quy dinh, quy trinh sao luu, luu trir hien co. Cac npi dung thuc hien 
gom: Lap danh sach cac du lieu (thong tin cau hinh cua mang, may chu), phan mem 
rag dung, co so du lieu, tep tin ghi nhat ky he dugc sao luu, co phan loai theo thdi gian 
luu trir, thdi gian sao luu, phuong phap sao luu va thdi gian kiem tra phuc hoi he thong 
tir du lieu sao luu; thuc hien quy trinh sao luu du phdng va phuc hoi.

6. Du lieu sao luu phai dugc luu tru an toan tren He thong luu trir du phdng, 
thiet bi luu tru ngoai va dugc kiem tra thudng xuyen dam bao sEn sang cho viec sir 
dung khi can; viec kiem tra, phuc hoi he thong tir du lieu sao luu tdi thi4u 6 thang mot /{§./ 
Ian (hoac khi co yeu cau dot xuat).

7. Khi thuc hien chia se tai nguyen tren may tinh, co quan phai sir dung mat 
khau de bao ve thong tin, du lieu; khong thuc hien chia se toan bo 6 cung; theo doi, 
giam sat de ket thuc chia se tai nguyen ngay khi hoan thanh. Cac thong tin, tai lieu, du 
lieu nhay cam phai dugc ma hda trudc khi trao doi, truyen nhan qua mang may tinh.

8. Co quan, don vi sir dung may tinh va thiet bi luu tru khi mang di bao hanh, 
bao dudng, sira chua ben ngoai co quan phai thao rdi bo phan luu tru khdi thiet bi va 
de lai co quan hoac xoa du lieu luu tru tren thiet bi. Khi thanh ly thiet bi phai xda du 
lieu luu tru bang phan mem hoac thiet bi huy du lieu chuyen dung.

9. Thong tin, du' lieu thuoc pham vi bi mat Nha nude phai dugc quan ly theo 
quy djnh hien hanh ve bao ve bi mat Nha nude.

Dieu 13. Bao dam an toan thiet bi dau cuoi
1. Tren may tinh ca nhan phai thiet lap che do tu dong cap nhat he dieu hanh 

tren may tinh, phai thiet lap mat khau truy nhap che do tu dong bao ve man hinh khi 
khong su dung; su dung nhu-ng trinh duyet an toan, dang tin cay, cai dat phan mem 
phdng chong ma doc; thiet lap che do tu dong cap nhat phan mem phdng chdng ma 
doc, che do tu dong ra quet ma doc khi sao chep, mb cac tap tin, che do ra quet may 
tinh dinh ky hang tuan.

2. Khuyen khich dau tu, mua sam thiet bi cong nghe thong tin san xuat trong 
nude. Neu mua sam thiet bi cong nghe thong tin nhap khau thuoc danh muc san pham, 
hang hda co kha nang gay mat an toan thuoc trach nhiem quan ly cua Bo Thong tin va 
Truyen thong quy dinh.

* DA
d’J
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3. Kit n6i may tinh/thi4t bi dhu cu6i cua ngirai six dung vao he thong
a) Nguoi sir dung khi truy cap, su dung tai nguyen noi bo, truy cap mang va tai 

nguyen tren Internet phai tuan thii cac quy dinh ciia phap luat ve bao dam an loan thong 
tin va cac quy dinh cua co quan;

b) Khi cai dat, ket noi may tinh/thiet bi dau cuoi phai thuc hien theo huong 
dan/quy trinh duoi sir giam sat cua bo phan chuyen trach ve an toan thong tin;

4. Trong qua trinh sir dung thiet bi dau cuoi
a) Nghiem tuc chap hanh cac quy che, quy trinh noi bo va cac quy dinh khac 

cua phap luat ve an toan thong tin mang. Chiu trach nhiem bao dam an toan thong tin 
mang trong pham vi trach nhiem va quyen han dugc giao;

b) Co trach nhiem tir quan ly, bao quan thiet bi, tai khoan, ung dung ma minh 
dugc giao sir dung;

c) Khi phat hien nguy co hoac sir co mat an toan thong tin mang phai bao cao 
ngay voi cap tren va bo phan phu trach cong nghe thong tin cua co quan de kip thoi 
ngan chan va xir ly.

Dieu 14. Quan ly giam sat an toan he thong thong tin
1. He thong thong tin phai trien khai he thong giam sat an toan thong tin dap 

ung cac yeu cau tai Thong tu so 31/2017/TT-BTTTT ngay 15/11/2017 cua Bo trubng 
Bo Thong tin va Truyen thong quy dinh boat dong giam sat an toan he thong thong tin.

2. Doi voi cac he thong thong tin, phan mem, ung dung, co sb du lieu khong 
dugc dat tai Trung tarn tich hgp du lieu tinh (So Thong tin va Truyen thong) thi co 
trach nhiem tu thuc hien hoac yeu cau doanh nghiep cung cap dich vu bao dam cac yeu 
cau giam sat an toan he thong thong tin theo quy djnh cua phap luat.

3. Dinh ky hang nam to chuc danh gia, kiem tra doi voi he thong thong tin noi 
bo tai co quan. Thuc hien cac bien phap bao tri can thiet de bao dam kha nang xu ly va 
tinh san sang cua he thong thong tin.

A '-T* rDieu 15. Ung cihi su- co an toan thong tin
1. Nguyen tac ung cuu xu ly su co
a) Chii dong, kip thoi, nhanh chong, chinh xac, dong bo va hieu qua;
b) Phoi hgp chat che, tuan thu quy dinh cua phap luat ve dieu phoi ung cuu su 

co an toan thong tin;
c) Ung cuu xu ly su co truoc het phai dugc thuc hien, xu ly bang luc lugng tai 

cho va trach nhiem chinh cua chii quan he thong thong tin;
d) Viec xu ly su co an toan thong tin phai bao dam quyen va Igi ich hgp phap 

cua co quan; ca nhan, bao mat thong tin ca nhan, thong tin rieng ciia co quan khi tham
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gia cac hoat dong ung ciru xir ly sir c6.
2. Phan nhom sir co an toan thong tin
a) Su co do bj tan cong mang: Tan cong tir ch6i dich vu; tAn cong gia mao; t4n 

cong sir dung ma doc; truy cap trai phep, chilm quyln dilu khi£n; tin cong thay d6i 
giao dien; tan cong ma hoa phan mim, dir lieu, thiit bi; pha hoai thong tin, dir lieu, 
phan mem; nghe trom, gian diep, liy cip thong tin, du lieu; cac hinh thuc tin cong 
mang khac;

b) Sir co do loi cua he thong, thiet bi, phan mem, ha tang ky thuat;
c) Su co do loi cua ngudi quan tri, van hanh he thing;
d) Sir co lien quan den cac tham hoa ty nhien nhu bao, lut, dong dit, hoa hoan.
Phuong an tiep nh$n, phat hien, phan loai, xir ly ban diu su c6 an toan thong tin:

Hoat dong ung cuu su co an toan thong tin mang huy dong cac nguon luc nim ngoai 
pham vi cua dan vi van hanh he thong thong tin de doi pho vai cac sir co quy dinh tai 
khoan 1 dieu nay. ^

3. Phan loai muc do nghiem trong sir co
a) Thap: Sir co gay anh hudng ca nhan va khong lam gian doan hay dinh tre 

hoat dong chinh cua ca quan;
b) Trung binh: Su co anh huong den mot nhom ngudi dung nhung khong gay 

gian doan hay dinh tre hoat dong chinh cua ca quan;
r r f

c) ^ Cao: Su co tac dong den kha nang van hanh cua he thong thong tin, anh 
hudng den du lieu, thiet bi, gay anh hudng den hoat dong cluing cua ca quan va hoat 
dong cung cap dich vu cong cho ngudi dan, to chuc;

• * * 'd) Nghiem trong: Sir co gay gian doan hoac dinh tre he thong trong mot khoang
thdi gian ngan, anh hudng nghiem trong den dir lieu, thiet bi cua he thong, gay thiet 
hai nghiem trong cho ca quan va ngudi dan, to chuc;

d) Dac biet nghiem trong: Sir co lam te liet toan bo hoat dong cua he thong, gay 
thiet hai dac biet nghiem trong cho ca quan va ngudi dan, to chuc, de doa trat tu an 
toan xa hoi.

3AN
NTOC

r * f

4. Quy trinh phoi hap ung cuu xu ly sir co
a) Budc 1: Neu he thong co nguy ca mat an toan thong tin mang thuoc tham 

quyen ca quan true tiep quan ly thi thuc hien tiep Budc 2. Neu he thong co nguy ca 
mat an toan thong tin mang thuoc Trung tam Cong nghe thong tin true thuoc Sd Thong 
tin va Truyen thong quan ly (cac he thong duqc trien khai tap trung tai Trung tam tich 
hap Du lieu tinh) thi thuc hien tiep Budc 3;

b) Budc 2: Tien hanh xu ly sir co theo quy che noi bo ca quan. Neu sir co duqc 
khac phuc thi lap bien ban ghi nhan va ket thuc quy trinh phoi hop xu ly su co. Khi sir
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co viiot qua kha nang xu ly ciia co quan, lap bien ban ghi nhan, thirc hien tiep Buac 3;

c) Buac 3: Bao sir c6 Trung tam Cong nghe thong tin true thuoc So Thong 
tin va Truyen thong quan ly theo mau so 01 kem theo Quy che;

d) Buac 4: Phoi hap vai ve Trung tam Cong nghe thong tin tien hanh khac phuc 

sir co va thuc hien tiep Buac 5;
d) Buac 5: Lap bien ban ghi nhan, ket thuc quy trinh phoi hop xu ly sir co theo 

mau s6 02 kem theo Quy che nay. Lanh dao ca quan phai chi dao kip thai de khac 
phuc, han che thiet hai, bao cao bang van ban cho UBND tinh (qua So Thong tin va 
Truyen thong).

5. Van phong la ca quan chuyen trach ve an loan thong tin co trach nhiem
a) Tiep nhan, phat hien, phan loai va xu ly ban dau sir co an toan thong tin 

mang, ung pho sir co an toan thong tin mang;
b) Thuc hien quy trinh ung cuu sir co an toan thong tin mang thong thuong va 

nghiem trong theo quy dinh;

c) Phoi hap vai ca quan chuc nang, cac nhom chuyen gia, ben cung cap dich 
vu ho trg trong viec xu ly, khac phuc sir co an toan thong tin; yeu cau ben cung cap, ho 
trg cung cap quy trinh xu ly su co cho cac dich vu do ben cung cap, ho trg cung cap 
lien quan den he thong;

d) Tham gia dien tap phuang an xu ly su co an toan thong tin theo chi dao cua
UBND tinh.

Chirong III
KIEM TRA DANH GIA CONG TAG 

DAM BAO AN TOAN THONG TIN MANG
Dieu 16. Ke hoach kiem tra hang nam
1. Van phong chu tri, phoi hpp vai cac phong tien hanh kiem tra cong tac dam 

bao an toan thong tin ca quan theo Ke hoach cong tac hang nam.
2. Tien hanh kiem tra dot xuat tap the, ca nhan khi co dau hieu vi pham an toan 

doi vai cac he thong thong tin ca quan.

Dieu 17. Noi dung hinh thuc kiem tra danh gia he thong thong tin
1. Noi dung kiem tra, danh gia
a) Kiem tra viec thuc theo cac noi dung theo Quy che nay; viec tuan thu quy 

dinh cua phap luat ve bao dam an toan he thong thong tin; kiem tra hieu qua cua cac 
bien phap bao dam an toan thong tin;

b) Danh gia hieu qua cua bien phap bao dam an thong tin tai dan vi; phat hien 
ma doc, 16 hong, diem yeu, thu nghiem xam nhap he thong;
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c) Kiem tra, danh gia npi dung khac theo quy dinh he th6ng an toan thong tin.
2. Hinh thiic kiem tra, danh gia
a) Kiem tra, danh gia dinh ky theo ke hoach cua co quan va don vi chuyen trach 

ve an toan thong tin cua tinh;
b) Kiem tra, danh gia dpt xuat theo yeu cau cua cap co tham quyen.
3. Cap co tham quyen yeu cau kiem tra, danh gia
a) Don vj chuyen trach ATTT tai Trung uong;
b) Uy ban nhan dan tinh hoac So Thong tin va Truyln thong (don vi chuyen 

trach ve an toan thong tin tren dja ban tinh);
c) Co quan giao nhiem vu kiem tra ve an toan thong tin co quan cho Van phong.
4. Don vj chu tri kiem tra, danh gia la don vi dupe c&p co thim quyen giao 

nhiem vu hoac dupe lira chon de thuc hien nhiem vu kiem tra, danh gia.
5. Boi tupng kiem tra, danh gia la cac phong thupc co quan.

ChuongIV
TRACH NHIEM BAG DAM AN TOAN THONG TIN MANG 

VA TO CHU’C THl/C HIEN
Dieu 18. Trach nhiem cua Van phong

>
1. Tham muu ve cong tac bao dam an toan thong tin, chiu trach nhiem trong 

viec bao dam an toan thong tin.
2. Tham muu xay dung ho so de xuat cap dp an toan thong tin va bao dam an 

toan cho cac he thong thong tin theo quy dinh cua Luat An toan thong tin mang va cac 
van ban huong dan thi hanh Luat An toan thong tin mang.

3. Chu tri, phoi hop voi cac phong tien hanh kiem tra cong tac bao dam an toan 
thong tin mang dinh ky hang nam.

4. Hang nam, cu cong chuc tham gia cac lop dao tao, tap huan ve cong tac bao 
dam an toan thong tin mang cho can bp phu trach an toan thong tin mang; tuyen truyen, 
pho bien cac quy djnh ve an toan thong tin mang cho cong chuc, lao dong co quan.

5. Phoi hop tham muu cac bien phap phong, chong cac thong tin vi pham phap 
luat, anh huong den an ninh quoc gia, trat tu, an toan xa hpi tren moi trubng mang, 
nMt la tren cac c6ng/trang thong tin dien tu, mang xa hpi.

6. La dau moi thuc hien viec tiep nhan va xu ly cac su co ve an toan thong tin 
mang co quan.

Dieu 19. Trach nhiem cua cong chuc, ngiro'i lao dong co1 quan
1. Cong chuc phu trach ve an toan thong tin/cong nghe thong tin

VJw
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a) Chiu trach nhiem bao dam an toan thong tin mang cua ca quan;
b) Tham muu lanh dao ca quan ban hanh cac quy chi, quy trinh nqi bo, trien 

khai cac giai phap ky thuat bao dam an toan thong tin mang;
c) Thuc hien vice giam sat, danh gia, bao cao cac rui ro mat an toan thong tin 

mang va muc do nghiem trqng cua cac rui ro do;
d) Ph6i hap vai cac ca nhan, don vi co lien quan trong viec kiem scat, phat hien 

va khac phuc cac sir co an toan thong tin mang;
d) Thuong xuyen cap nhat nang cao kien thuc, trinh do chuyen mon dap ung yeu 

cau bao dam an toan thong tin mang cua don vj.
2. Trach nhiem cua nguoi sir dung
a) Nghiem tuc chap hanh cac quy che, quy trinh noi bo va cac quy dinh khac cua 

phap luat ve an toan thong tin mang. Chiu trach nhiem bao dam an toan thong tin mang 
trong pham vi trach nhiem va quyen han duoc giao;

b) Co trach nhiem tir quan ly, bao quan thiet bi, tai khoan, ung dung ma minh 
duqc giao sir dung;

c) Khi phat hien nguy co hoac sir co mat an toan thong tin mang phai bao cao 
ngay vai cap tren va Van phong de kip thai ngan chan va xu ly;

d) Tham gia cac chuong trinh dao tao, hoi nghi ve an toan thong tin mang duoc 
dan vi chuyen mon to chuc.

Dieu 20. To chuc thirc hien• •

1. Can cu Quy che nay, Truong cac phong co trach nhiem to chuc trien khai 
thuc hien Quy che nay trong pham vi quan ly cua minh.

2. Van phong co trach nhiem theo doi, don doc, kiem tra, danh gia viec thuc 
hien Quy che, thuc hien che do bao cao theo dinh ky hang nam hoac dot xuat theo yeu 
cau cua ca quan co tham quyen cua tinh.

3. Trong qua trinh thuc hien quy che, neu co van de vuang mac, phat sinh, cac 
phong phan anh kip thai ve Van phong de tong hap bao cao Truong ban xem xet dieu 
chinh, bo sung cho phu hop./.,£^


