Phu luc

THONG TIN VE CAC LO HONG AN TOAN THONG TIN
TRONG SAN PHAM MICROSOFT

(Kém theo Céng van sé

/CATTT-NCSC ngay

ctia Cuc An toan thong tin)

1. Théong tin cac 16 hdng an toan thong tin

I 12024

STT

CVE

Mo ta

Link tham khao

CVE-2024-38063

- Piém CVSS: 9.8 (Nghiém
trong)

- Mo ta: LO hong trong
Windows TCP/IP cho phép d6i
tuong tin cong thyuc thi ma tir
Xa.

- Anh huong: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38063

CVE-2024-38199

- Piém CVSS: 9.8 (Cao)

- M6 ta: L& hong trong
Windows Line Printer Daemon
(LPD) Service cho phép ddi
tuong tin cong thyuc thi ma tir
xa. Thong tin chi tiét vé 15
hong dd dugc cong bd cong
khai.

- Anh hudéng: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38199

CVE-2024-38189

- Piém CVSS: 8.8 (Cao)

- Mo
Microsoft Project cho phép d6i
tuong tAn cong thuc thi ma tur

ta: L& hong trong

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38189




xa. L& hong hién dang bi khai
thac trong thuc té.

- Anh huéng: Microsoft
Project 2016, Microsoft Office
2019, Microsoft 365 Apps for
Enterprise, Microsoft Office
LTSC 2021.

CVE-2024-38218
CVE-2024-38219

- biém CVSS: 8.4 (Cao)

- M6 ta: L& hong trong
Microsoft Edge cho phép doi
tugng tan cong thyuc thi ma tir
Xa.

- Anh hudng: Microsoft Edge
(Chromium-based).

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38218

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38219

CVE-2024-38193

- Piém CVSS: 7.8 (Cao)
- Mo ta: L& hong trong
Windows Ancillary Function
Driver for WinSock cho phép
ddi tuong tan cong thuc hién leo
thang dic quyén. LS hong hién
dang bi khai thac trong thuc té.

- Anh hudéng: Windows 10,

Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38193

CVE-2024-38107

- Piém CVSS: 7.8 (Cao)
- Mo
Windows Power Dependency

Coordinator cho phép dbi twong
tAn cong thuc hién leo thang dac

ta: L& hong trong

quyén. LS hong hién dang bi
khai thac trong thuc té.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38107




- Anh hudéng: Windows 10,
Windows 11, Windows Server
2012, 2016, 2019, 2022.

CVE-2024-38170
CVE-2024-38172

- biém CVSS: 7.8 (Cao)

- Mo ta: LS hong trong
Microsoft Excel cho phép d6i
tuong tin cong thyuc thi ma tir
Xa.

- Anh huéng: Microsoft 365

Apps for Enterprise, Microsoft
Office LTSC for Mac 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38170

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38172

CVE-2024-38171

- Piém CVSS: 7.8 (Cao)

- M6 ta: L& hong trong
Microsoft PowerPoint cho
phép ddi twong tan cong thuc
thi ma tr xa.

- Anh huong: Microsoft
PowerPoint 2016, Microsoft
Office 2019, Microsoft Office
LTSC 2021, Microsoft 365
Apps for Enterprise.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38171

CVE-2024-3817/8

- Piém CVSS: 7.5 (Cao)

- M6 ta: L& hong trong
Scripting Engine cho phép ddi
tugng tin cong thyuc thi ma tir
xa. Lo hong hién dang bi khai
thac trong thuc té.

- Anh huoéng: Windows 10,

Windows 11, Windows Server
2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38178




10

CVE-2024-38202

- Piém CVSS: 7.3 (Cao)

- M6 ta: LS hong trong
Windows Update Stack cho
phép dbi tuong tan cong thuc
hién leo thang dic quyén.
Thong tin chi tiét vé 16 hong da
dugc cong bd cong khai.

- Anh huong: Windows 10,

Windows 11, Windows Server
2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38202

11

CVE-2024-38106

- Piém CVSS: 7.0 (Cao)
- Mo ta:
Windows Kernel cho phép ddi
tugng tdn cong thuc hién leo

L6 hong trong

thang dic quyén. LS hong hién
dang bi khai thac trong thuc té.

- Anh hudéng: Windows 10,

Windows 11, Windows Server

2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38106

12

CVE-2024-21302

- Piém CVSS: 6.7 (Cao)

- Mo ta: LO hong trong
Windows Secure Kernel Mode
cho phép dbi tuong tan cong
thuc hién leo thang dic quyén.
Thong tin chi tiét vé 15 hong da
dugc cong bd cong khai.

- Anh hudéng: Windows 10,
Windows 11, Windows Server
2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-21302




13

CVE-2024-38173

- Piém CVSS: 6.7 (Cao)

- M6 ta: LS hong trong
Microsoft Outlook cho phép
d6i tuong tan cong thuc thi ma

tur xa.
- Anh huong: Microsoft
Outlook 2016, Microsoft

Office 2019, Microsoft Office
LTSC 2021, Microsoft 365
Apps for Enterprise.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38173

14

CVE-2024-38200

- Piém CVSS: 6.5 (Cao)

- M6 ta: L& hong trong
Microsoft Office cho phép d6i
tugng tin cong thuc hién tan
cong gid mao (spoofing).
Théng tin chi tiét vé 16 hong da
dugc cong bd cong khai.

- Anh hudng: Microsoft Office
2016, 2019, Microsoft 365

Apps for Enterprise, Microsoft
Office LTSC 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38200

15

CVE-2024-38213

- Piém CVSS: 6.5 (Cao)

- M6 ta: L& hong trong
Windows Mark of the Web
Security cho phép dbi tuong
tan cong vuot qua co ché bao
vé. L6 hong hién dang bi khai
thac trong thuc té.

- Anh hudéng: Windows 10,
Windows 11, Windows Server
2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38213

2. Huéng din khic phuc




