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UBND TINH BINH PHUGC CONG HOA XA HOI CHU NGHIA VIET NAM
SO TU PHAP Péc l1ap - Tw do - Hanh phac
QUY CHE

Pam bao an toan thong tin mang trong hoat dong
irng dung cong nghé thong tin caa S¢ Tw phap
(Ban hanh kém theo Quyét dinh s6 63  /OP-STP ngay 28/03/2023
ciia Gidm déc 86 Tw phdp)

Chuwong I
QUY DINH CHUNG

Picu 1. Pham vi diéu chinh

Quy ché nay quy dinh viéc dam bao an toan thong tin trong hoat dong tng
dung cong nghé thong tin cua S& Tu phap tinh Binh Phudec.

Picu 2. Pdi twong ap dung

Quy ché nay duoc 4p dung ddi véi phong, don vi, cong chirc, vién chirc va
nguoi lao dong thuoc S& Tu phdp Binh Phudc trong viéc quan ly, khai thac, su
dung va dam bdo an toan, an ninh thong tin cua S phuc vu cong tac chuyén mon.

Piéu 3. Giai thich tir ngir
Trong quy ché nay, cac tir ngit dudi ddy dugc hiéu nhu sau:

1. An toan théng tin mang 13 cong tac bao vé thong tin, hé thong thong tin trén
mang tranh bi truy nhap, st dung, tiét 10, gidn doan, stra doi hodc pha hoai trai
phép nham bio dam tinh nguyén ven, tinh bao mat va tinh kha dung cua thong tin.

2. Hé thong théng tin 1 tap hop phan cung, phan mém va co so dit liéu dugc
thiét 1ap phuc vu muc dich tao 1ap, cung cap, truyen dua, thu thap, xu ly, luu trit va
trao doi thong tin trén mang ctia mot co quan, to chirc.

3. Chii qudn hé thong théng tin 13 co quan, té chiic, ca nhin c6 thaim quyén
quan ly truc tiép doi véi h¢ thong thong tin.

4. Don vi van hanh hé théng thong tin 1a co quan, t6 chuc duoc chu quan hé
thong thong tin giao nhiém vu van hanh hé thdng thong tin. Trong trudng hop chu
quan h¢ théng thong tin thué ngoai dich vu cong nghé¢ thong tin, don vi van hanh
hé théng thong tin 1 bén cung cap dich vu.

5. Sw c6 an toan théng tin mang 1a viéc thong tin, hé théng thong tin bi gay
nguy hai, anh hudng téi tinh nguyén ven, tinh bao mat hodc tinh kha dung.

6. Phan mém déc hai 1a phan mém c6 kha ning gay ra hoat dong khong binh
thuong cho mot phan hay toan bd hé thong thong tin hodc thuc hién sao chép, stra



d6i, x0a bo trai phép thong tin luu trit trong hé théng thong tin.

7. Mang ngang hang 13 mo hinh mang ma trong d6 cac may tinh c6 quyén binh
dang nhu nhau, m6é1 may tinh c¢6 quyén chia sé tai nguyén va st dung cac tai
nguyén tr may tinh khac.

8. Can bo chuyén trach la can bo, cong chirc, vién chirc, nguoi lao dong duoc
tuyén dung phu trach an toan thong tin/cong nghé thong tin tai cac co quan, don vi.

Piéu 4. Nguyén tic bao dam an toan thong tin

1. Co quan, to chirc, ca nhan ¢ trach nhiém bao dam an toan thong tin mang.
Hoat dong an toan thong tin mang cua co quan, to chirc, ca nhan phai ding quy
dinh ctia phap luat, bao dam qudc phong, an ninh qudc gia, bi mat nha nudc, gitr
vitng 6n dinh chinh tri, trat tw, an toan x4 hoi va thic day phat trién kinh té - x&
hoi.

2. T chtic, ca nhan khong duoc xdm pham an toan thong tin mang cta to
chtrc, ¢4 nhan khac.

3. Vige xur Iy su cd an toan thong tin mang phai bao dam quyén va loi ich hop
phap cua t6 chirc, ca nhan, khong xam pham dén doi song riéng tu, bi mat c4 nhan,
bi mat gia dinh cta ca nhan, thong tin riéng cua to chirc.

4. Hoat dong an toan thong tin mang phai dugc thuc hién thuong xuyén, lién
tuc, kip thoi va hiéu qua.

. _ Chuong I A
QUY DINH PAM BAO AN TOAN THONG TIN MANG

Piéu 5. Bio vé bi mat nha nwéc trong hoat dong ng dung cong nghé
thong tin

1. Quy dinh vé soan thao, in 4n, phat hanh va sao chup tai li¢u mat

a) Khong duoc st dung may tinh ndi mang Internet dé soan thao vin ban;
chuyén giao, luu trir thong tin c6 ndi1 dung thudc bi mat nha nudc; cung cap tin, tai
ligu va dua thong tin bi mat nha nudc trén Cong/Trang thong tin dién tu;

b) Khong dugc in, sao chup tai liéu bi mat nha nudc trén cac thiét bi két noi
mang internet;

¢) Phai b tri 01 may vi tinh riéng, khong két ndi mang ndi bd va mang
Internet dung d€ quan 1y, soan thao céac tai liéu mat cua nha nudc theo quy dinh.

2. Khi sira chira, khic phuc cac sy ¢d ctia may tinh dung soan thao van ban
mat, cac phong, don vi phai bao cao cho nguoi co tham quyén. Khong duoc cho
phép cac to chtrc, ca nhan khéng c6 trach nhiém truc tiép stra chita, xtr 1y, khic
phuc su cd.



3. Trudc khi thanh 1y cdc may tinh trong cdc co quan nha nudc, can bd
chuyén trach cong ngh¢ thong tin phai dung cac bién phap ky thuat xoa bo vinh
vién dir li€u trong 6 cing may tinh.

Diéu 6. Quy dinh vé cAp phat thu hdi cip nhit va quan 1y cac tai khoén
truy cap vao h¢ thong thong tin

1. Trach nhi¢m, quyén han nguoi dung khi truy cép, dang nhap cac hé théng
thong tin, ddm bao mdi ngudi dung khi str dung hé thong thong tin phai dugc cap
va st dung tai khoan truy cip v6i dinh danh duy nhat gin véi nguoi dung do.
Truong hop st dung tai khoan dung chung cho mot nhom nguoi hay mot don vi,
phai co co ché xac dinh cic c4 nhan, don vi c¢6 trach nhiém quan 1y tai khoan.
Nguoi dung chi dugc truy cap cac thong tin phu hgp voi chirc nang, trach nhi¢m,
quyén han ctia minh va c6 trach nhiém bao mat tai khoan truy cap duogc cap.

2. Can bo chuyén trach thyc hién quan 1y, cap tai khoan ca nhan. Huéng dan
nguoi st dung thay doi mat khau ngay sau khi dang nhap lan dau ti€én va bao v¢
thong tin cua tai khoan theo quy dinh.

3. Mat ma dang nhép, truy cép h¢ thong thong tin phai ¢6 d6 phuc tap cao
(c6 do dai to1 thieu 8 ky tu, co ky tu thuong, ky tu hoa, ky tu s6 hodc ky tu dac biét
nhu!, @, #, $, %,...).

Piéu 7. Bao dam an toan ha ting mang
1. Quan 1y ha tang mang noi bo

a) Thiét bi CNTT duoc trang bi tai cac phong, don vi thugc S¢ 1a tai san ctua
Nha nudc, duge quan 1y, sir dung theo quy dinh ctia Nha nudce. Cac don vi, cong
chtre, vién chure va nguoi lao dong c6 trach nhiém quan 1y trang thiét bi dugc giao.

b) Giao cho Thanh tra S& lam cong tac quan tri mang, truc tlep quan ly ky
thuat va duy tri hoat dong cua hé thong thong tin cta Sé; 1a dau moi két ndi mang
LAN, mang Internet, mang dit liéu chuyén dung cho cac phong; kiém tra hién
trang, dé xuét stra chita hodc mua méi cac ching loai thiét bi CNTT phu hop, an
toan, bao mat theo quy dinh vé quan 1y, st dung tai san co quan.

2. Quan 1y hé thong mang khong day.

a) Khi thiét 1ap mang khong diy dé két ndi voi mang cuc bd thong qua cac
diém truy nhap (Access Point - AP), co quan, don vi van hanh phai thiét 1ap cac
tham s0: Tén, nhan dang dich vu (Service Set Identitier - SSID), mat khau €6 do
phtic tap cao (c6 do dai ti thiéu 8 ky tu, co ky tu thuong, ky tu hoa, ky tu s6 hodc
ky tu dic biét nhu: |, @, #, $, %), cap phép truy nhap ddi véi dia chi vat Iy (MAC
Address), ma hoa dir liéu theo co ché bao mat WPA2 hoic WPA3;

b) Mat khiu dang nhdp phai dugc thiét 1ap co do phic tap cao, dinh ky 6
thang thay d61 mat khau nham tang cudong cong tac bao mat.



Piéu 8. Bio dam an toan dir liéu

1. Quan 1y tai khoan va chit ky sb

a) Khi cép tai khoan, chit ky sb lan dau cho nguoi dung truy nhép, co quan,
don vi van hanh phai thong bao (qua email, dién thoai) va nguoi dung phai thay
do61 mat khau sau khi dang nhap thanh cong lan dau;

b) Céc hé théng thong tin khi phan quyén phai thiét 1ap ché do giéi han sb
lan ding nhap khong hop 1¢ vao hé thong tdi da khong qua 05 1an, khi ngudi dung
dang nhép sai vuot quéa sb lan quy dinh, tai khoan chuyén sang ché d6 khoa quyén
truy cap; cac hé théng thong tin xac 1ap ché do thoat ra khoi hé thong néu ngudi sir
dung khong tuong tac trén hé thong ctia phién lam viéc qua 10 phut;

¢) Chu tai khoan, chit ky s6 khong chia sé, giao quyén tai khoan, chit ky s6
va mat khau truy nhap cho nguoi khac. Khong sir dung tai khoan ctia ngudi khac
(vi du tai khoan thu dién tir, chit ky sb, chting thu s6) dé dang nhap vao hé thong
thong tin, co sé dir li¢u;

d) Tai khoan thu dién tr, chit ky s6 chuyén dung (xxx@binhphuoc.gov.vn
va chit ky s6 do Ban Co yéu Chinh phu cdp) dé phuc vu cho cac hoat dong mang
tinh céng vu, khong st dung dé giao dich, dang ky trén mang xa hoi, cac trang
thong tin dién tr cong cong khac;

d) Tai khoan quén tri hé thong duoc giao cho can bo chuyén trach cong nghé
thong tin phuc vu cho cong tac quan tri, phan quyén, cau hinh hé thong d6. Cong
chtrc, vién chie quan tri hé thong khong st dung cting mot mat khau cho nhiéu tai
khoan khac nhau;

e) Khi ca nhan thay d6i vi trf cong tac, chuyén cong tac, thoi viéc, nghi huu,
ngay tur thoi diém Quyét dinh c6 hi¢u lyc, co quan, don vi quan 1y ca nhan do6 phai
thong bao cho co quan, don vi van hanh dé diéu chinh, thu hoi, hay bé tai khoan,
chit ky s6, chimg thu s6.

2. Khi thyc hién chia sé tai nguyén trén may tinh, cac cd nhan, don vi phai
stt dung mat khau dé bao vé thong tin, dir liéu; khong thuc hién chia s¢ toan bo 6
cting; theo ddi, giam sat dé két thuc chia sé tai nguyén ngay khi hoan thanh. Cac
thong tin, tai liéu, dir liéu nhay cam phai dugc ma héa trude khi trao doi, truyén
nhan qua mang may tinh.

3. Ca nhan sir dung may tinh va thiét bi luu trit khi mang di bao hanh, bao
dudng, stra chita bén ngoai co quan, don vi phai thao roi bd phan luu trit khoi thiét
bi va dé lai co quan, don vi hodc x06a dit liéu luu trit trén thiét bi. Khi thanh 1y thiét
bi phai x6a dit liéu luu trit bang phan mém hodc thiét bj huy dit liéu chuyén dung.

4. Thong tin, dir liéu thudc pham vi bi mat Nha nudce phai duge quan 1y theo
quy dinh hién hanh v€ bao v€ bi mat Nha nudc.


mailto:xxx@binhphuoc.gov.vn

_ Chuwong IIT
TRACH NHIEM SU DUNG VA TO CHUC THUC HIEN

Diéu 9. Bio dim an toan may tinh ca nhan, bao mat co' sé dir li€u va an
ninh mang

1. Thanh tra S¢ c6 trach nhiém cai dat, quan ly cac phan mém hé théng va
phan mem Ung dung trong hé thdng mang may tinh tai So; Nghién ctru, dé xuat,
nang cip cong nghé, phan mém theo dinh hudng quan 1y nha nudc cua nganh va
tuan theo quy dinh ctia Nha nudc.

2. Bao mat so0 li¢u: Cong chuc, vién chirc, nguoi lao dong phai co trach
nhiém bao mat so liéu nghiép vu trén may tinh.

3. Bao mat truy cép: Cac chuong trinh img dung, phan chia s dung trén
may tinh phai dugc dat mat khau, ma khoa bao mat.

4. Bao mat h¢ thong mang va truyen tin: Mang va duong truyén dugc ap
dung céac ché do bao mat can thiét, chong xam nhép bat hop phap. Bo phan quén tri
mang c6 trach nhiém thudng xuyén theo ddi, kiém tra phat hién kip thoi cac hoat
dong xam nhap va c6 bién phap xu 1y kip thoi.

5. An toan trong st dung: Khi khong lam viéc véi may vi tinh trong thoi
gian dai, cong chuc, vién chirc, nguoi lao dong thudce So phai tat may tinh hodc dat
ché d bao vé de dam bao an toan cho dit liéu cua ca nhén.

6. Phong, chong virus: Cong chirc, vién chirc, nguoi lao dong thude S co
trach nhiém tuan tha cac bién phap phong va chéng virus cho mdy tinh, dam bao
an toan dir liéu thudc ca nhan quan ly. Moi dit liéu tur cac thiét bi lwu trir bén ngoai
déu phai dugc quét, diét virus mdi khi dua vao may. Nhitng mdy tinh phat hién co
virus phai dugc tach khoi mang vé mat vat 1y dé tranh tinh trang 1ay nhiém sang
cac may tinh khac. Khong truy cép vao cac link lién két khong rd rang; khong click
vao céc link, tai vé cac file tai liu tir cac dia chi thu khong ndm rd thong tin, dia
chi nguoi gui.

Picu 10. Trach nhiém ciia cong chirc, vién chirc, ngudi lao dong khi tham
gia stt dung va khai thac hé thong thong tin tai S&

1. Nghiém chinh thuc hién cic ndi quy, quy ché, quy trinh ndi bd vé bao dam
an toan thong tin, an ninh mang cta S¢ cling nhu cac quy dinh khac ctua phap luat vé
ndi dung nay.

2. Khi phat hién nguy co hodc su ¢6 mat an toan thong tin mang phai bao céo
kip thoi cho cong chirc chuyén trach cong nghé thong tin ctia S& minh dé kip thoi
ngan chan va xu ly.

3. Nang cao y thirc canh giac va trach nhiém vé an toan thong tin, an ninh
mang.



4, Khong st dung mang xa hdi nhu: Google Plust+, MySpace, LinkedIn,
Twitter, Facebook, Zalo...., blog c4 nhan dé dang tai, phat tan, truyén tai lai nhimg nodi
dung phan dong, tuyén truyén, xuyén tac; khong duoc truy cap vao cac lién két (link)
khong r6 rang; khong sir dung dia chi thu dién tir cong vu vao muc dich ca nhan nhu:
dang ky tai khoan mang xa hoi, dang ky mua sim qua mang. .

5. Khong st dung cac hop thu dién tu mién phi Gmail, Yahoo,... trong hoat
dong cong vu va tai may tinh c6 nbéi mang ¢ Phong, Pon vi minh nham bao dam bao
mat, an toan thong tin trén moi trudng mang.

6. Cé nhan sir dung cac thiét bi luu trir dir liéu di dong (may tinh xach tay, thiét
bi s6 cAm tay, thé nho USB, b cung di dong, bang tr...) dé luu thong tin thudc danh
muc bi mat Nha nude c6 trach nhiém béao vé cac thiét bi nay va thong tin trén thiét bi,
tranh 1am mat, 16 thong tin. Nghiém cam viéc ban, cho muon, giao nguoi khéng cé
trach nhiém sir dung thiét bi do ca nhan ty trang bi ¢6 luu gitr bi mat Nha nudc.

7. Khong duoc loi dung viéc sir dung Internet nham muc dich: Chng lai nha
nudc Cong hoa xa hoi chu nghia Viét Nam, gdy phuong hai dén an ninh qudc gia,
trat tu an toan xa hoi; kich dong bao luc, doi truy, té nan xa hoi, mé tin di doan;
pha hoai thuan phong My tuc cua dan toc; Khong dugc truy cap hoac tai cac trang
website c6 ndi dung doi truy, phan dong, cac chuong trinh khong rd ngudn goc,
cac théng tin quang cao hap dan.

8. Khong choi céac trd choi truc tuyén (game online) hodc cac tro choi khac
trén Internet trong gio lam viéc.

9. Khi sir dung hé théng thu dién tir (Email) khong duoc kich chudt vao bat
cir thu dién tu, t€p dinh kem, duong link, thu rac, thu quang cao nao khong rd
nguon goc va khong xac dinh dugc nguon gui.

Picu 11. T6 chirc thuwe hién

1. Can ¢t Quy ché nay, thi trudng cac phong, don vi thudc S& cd trach
nhiém to6 chuc trién khai thuc hién Quy ché nay trong pham vi quan 1y ctia minh.

2. Cong churc, vién chirc va nguoi lao dong tai cac phong, don vi truc thudc
S& c6 trach nhiém thuc hién nghiém tic Quy ché nay.

3. Giao Thanh tra S& ¢6 trach nhiém theo ddi, dén ddc, kiém tra, danh gia
viéc thuc hién Quy ché; dong thoi dinh ky bao céo két qua viéc thuc hién quy ché
cho Giam dbc va S& Thong tin truyén thong theo quy dinh.

4. Trong qué trinh thyc hién, néu c6 van dé phat sinh hodc kho khin, vudng
mac can phan anh kip thoi vé Thanh tra S dé tong hop bao cao Giam dbc S¢ xem
xét quyét dinh diéu chinh, bd sung cho phu hop./.
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